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Prerequisites before installation

Choice of workstation

The FOCALIST collection agent is a software task that runs in the background to col-
lect data from printers and transmit it to the FOCALIST server. It is therefore important
to install it on a computer that will be in operation all the time, every working day of the
year or more depending on the activity. Shutting down the computer where the agent
is running will prevent any information being sent back during the shutdown period
and therefore prevent the services associated with the contracted printing peripherals
(consumables, maintenance) from being carried out correctly.

Access rights

The person installing the Agent software must know the computer's administration
password.

Internet access

In order for the collection agent to be able to communicate with the FOCALIST server
from the computer where it will be installed, check that the computer has permanent
access to the FOCALIST server via the Internet and port 443 (HTTPS). During agent
installation, port 80 (HTTP) should be open for a few minutes.

A quick way to check connectivity from the selected computer is to open an Internet
browser (Safari, Chrome or Firefox) and access the following page:

https://eu-focalist.cloud

If access is successful, a page with a FOCALIST logo will be displayed like this one:
https://eu-focalist.cloud
If the access is correct, a page with a FOCALIST logo will be displayed like this one:
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If the page cannot be found, your network administrator may have configured an Inter-
net gateway (proxy) whose parameters you will need to obtain and enter during install-
ation. Itis also possible that a firewall has been configured with a list of authorised
sites. In this case, you need to ask the administrator to open access to the *.eu-focal-
ist.cloud domain.

In most cases, you can use the Quick Install instructions.

If you are using an Internet gateway, with restrictions on ports, or implementing
remote access to the printer operator panel, follow the instructions in the Advanced
Installation chapter.
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Quick installation

You have probably received an e-mail from your FOCALIST administrator telling you
where to download the agent installation package and the unique code to use.

Click on the Download for Windows link.

Locate where the installation file (focalist-agent.msi) has been downloaded. Start the
installation by double-clicking Open file:

Téléchargements B Q - £

2 focalist-agent.msi ) @

Owrvrir un fichier

Quvrir un fichier

Afficher plus

The agent installation starts:

75 Focalist Agent Setup

Welcome to the Focalist Agent Setup
Wizard

The Setup Wizard will install Focalist Agent on your
mwwd . Chck Next to continue or Cancel to exit the Setup
Wizard,

Click Next to move on to the next step, in which you select the first option
Standard Installation for a conventional installation, then click Next:
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Configuration
Select agent mode

(®) Standard installation
() Installation as agent proxy
() Chid installation using agent proxy

In the next step, enter the unique code you received by e-mail in the Key field:

o

Configuration
Please configure application

Key: |JVINB -USON-ABCD-ABCD)
[ ]Enable remote access to printer web panel

[[] Connect using proxy server
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Leave the options unchecked and click Next. The installation is ready to start and
requires administrator rights on the workstation:

ﬂ Focalist Agent Setup

Ready to install Focalist Agent

Click Install to begin the installation, Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Click Install. If you do not have sufficient rights, you will be asked for the administration
password. A confirmation message will be displayed by the system:
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ﬂ Focalist Agent Setup

108658.msi

Editeur vérifié : Tummim sp. z 0.0.
Origine du fichier : Disque dur sur cet ordinateur

Afficher plus de détail

Click on Yes. The installation utility will then copy the files, configure the agent and
start the service:

ﬂ Focalist Agent Setup -

Installing Focalist Agent

Please wait whie the Setup Wizard installs Focalist Agent.

Status: Starting services
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The installation ends with the following message:

ﬂ Focalist Agent Setup

Completed the Focalist Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.

On the portal, you can see that the agent has changed its status to Connected with the
IP address of the workstation on which it is installed:

Tableau de bord Clients Périphériques Consommables Maintenance Rapports Réglages

- Df ) Téléechar
= Retour & la liste < DistriFlandre
flag Statistiques &
Information agent: Orléans
Eh  Sites Clé de l'agent : Version : Information du Systéme
é Prix 2 Q B 5.8.0-WEBSOCKET Réseau local: 192168.1.0/24
A e [P : 1924

ﬂ Coordinateur

Révoquer le certificat Si vous souhaitez réinstaller Uagent avec la méme clé vous devez dabord révoquer le certificat actue
Notifications

© Agent Inspection des consommables et compteurs

s indiquées en format UTC 24 heures. L'heure actuelle UTC est 10:32:33. Derniére tentative d

Congratulations! You have now completed the quick install procedure.

If the installation does not end with a successful message, or if the agent remains in
New status, contact your Focalist administrator or consult the Troubleshooting
chapter.

DOXENSE 10



F<>>CALIST Focalist Agent installation and configuration manual

Advanced installation

Unique agent code

During installation, you will be asked to enter a unique code. This unique code is used
to securely authenticate your collection agent on the FOCALIST server.

This code, in the form of a random sequence of characters (e.g. DLDQ-ESYH-LYXX-
QHUW), has been generated in advance and must have been sent to you by email
before installation. It can be found on the partner portal on the agent page cor-
responding to your installation under the heading Agent key:

Lors de l'installation la saisie d'un code unique vous sera demandée. Ce code unique
permet d'authentifier votre agent de collecte de facon sécurisée sur le serveur
FOCALIST.

Statistiques. . .
- s Information agent: Mon Client
Eh Sites Clé de l'agent : Version : Information du Systéme O ——
Pri DLDG-ESYH-LYXX-QHUW 0 Hosnmen Mban a0
& prix % % = Q Adresse 1P Download certificate
Systéme: -
& Coordinateur
Inspection des consommables et compteurs
@ Notifications Toutes heures indiquées en format UTC 24 heures. L'heure actuelle UTC est 11:24:54, Derniére tentative de lecture:
& Agent D Inspection des consommables et compteurs

By clicking on the Copy/Paste icon, you can retrieve it from the clipboard and send it
by e-mail or message without any risk of error.

Downloading the installation package

The latest version of the Network Agent for Windows installation package can be
downloaded from this address:

https://eu-focalist.cloud/downloads/focalist-agent.msi

In general, the focalist-agent.msi file is downloaded to your browser's default dir-
ectory, i.e. Downloads under your home directory.

Choosing the type of installation

Start the installation in the same way as the quick installation described in the pre-
vious chapter, and click Next. You will be presented with three installation options:
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#

Configuration
Select agent mode

(®) Standard instaliation
() Installation as agent proxy
() Chid installation using agent proxy

Bock [ mext ] | concel

« Standard installation: this corresponds to a standard installation; the collection
agent is connected directly to the FOCALIST server via the Internet.

« Installation as agent proxy: if several network collection agents are to be
installed on the same local network, it is possible to install an agent with the addi-
tional function of a gateway (proxy), which will be connected to the Internet and
will allow other agents not connected to the Internet to connect to the server via
it.

« Child installation using proxy agent: this option will be used to install additional
agents that will not have direct access to the server via the Internet, but will use
the services of an agent on which the gateway service is activated and which
has direct access to the server via the Internet.

This agent gateway function dedicated to FOCALIST should not be confused with the
standard use of an Internet gateway for all Internet access, which is discussed below.
If you are simply using a standard Internet gateway, choose the first option, Standard
installation. You will be asked for details of this gateway in the next step.

Installation options

Unique code

In the Key field, copy the unique code you received from your FOCALIST admin-
istrator by e-mail or message:
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This unique code is specific to each agent. Do not reuse a unique code that you have
already received for the installation of another agent. If you need to reinstall an exist-
ing agent, follow the instructions in the Reinstalling an agent chapter.

Remote access to printer website

Since version 5 of the agent, FOCALIST has included a function that allows the web-
site of managed printers to be opened from the corresponding printer page in
FOCALIST. This function is very useful when the service provider has to provide sup-
port or troubleshooting for the end customer, but does not have the skills on site.

The FOCALIST agent then acts as a relay and enables the printer's embedded web-
site to be consulted. This function can be implemented if all the following conditions
have been met:
1. the customer has agreed to allow the outsourcing provider to consult the web
pages of the printers monitored by FOCALIST
2. the functionality has been activated by the Doxense administrator for this service
provider,
3. the collection agent has been installed by checking the Enable remote access to
printer web panel option
4. HTTP communication is open between the collection agent and the printers This
option must therefore be ticked at this stage to benefit from this functionality:

7
Configuration
Please configure application

Key: |JVNB-USON-ABCD-ABCD

[“]Enable remote access to printer web panel

Once the agent has been installed with this option, clicking on the printer's IP address
on the page of printers managed by this agent will open the printer's internal web

page.
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Use of an Internet gateway

For some customers, access to external Internet sites is controlled by a gateway
(proxy) which may require the user to authenticate before being able to access
external sites. In this case, you need to provide a few additional parameters so that the
collection agent can communicate with the FOCALIST server. By checking the Con-
nect using proxy server option, additional fields must be filled in to enable com-
munication:

Key: |3viB-USON-ABCD-ABCD

[C]enable remote access to printer web panel

[ Connect using proxy server

Server: |proxy . mydomain.com:8080|
[mmm

[[ sReRRRRRRY

« Server: this is the URL or IP address of the gateway, possibly followed by the
port to be used after:

« Username: if the gateway requires identification, this is the username to be used
for the connection,

« Password: if identification is required, this is the password for the username
used.

If the Internet gateway relies on the workstation being registered in the Active Dir-
ectory, it may refuse the connection because the agent runs by default on a local sys-
tem account unknown to the gateway. In this case, configure the agent service so that
it runs from an account known in the Active Directory directory. See Using a service
account.

Information concerning the configuration of the Internet gateway will be stored at the
end of the installation in a file named agent.config located in the config sub-directory:
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7 ouvrir X

<« M « Disque local (C:) » Programmes (x86) > focalist-agent > config v O O Rechercher dans: config
Organiser v Nouveau dossier B2y M @
~
I Bureau b d Nom Modifié le Type Taille
¥ Teléchargem # ] agent.config 20/11/2022 11:01 Fichier CONFIG 1Ko
[£] Documents # | agent.properties 15/06/2021 07:21 Fichier PROPERTIES 1Ke
& Images F 4 E] license 20/11/2022 11:01 Fichier 1Ke
Downloads | local.properties 15/06/2021 07:21 Fichier PROPERTIES 1Ko
logs u log.properties 15/06/2021 07:21 Fichier PROPERTIES 1Ko
J Musique
Nom du fichier : [aggnt.;onﬁg v| Tous les fichiers N
Encodage : | Détection automatique v | Ouvrir | | Annuler

If the gateway settings need to be changed, this file can be edited and the service
restarted.

2] agent.config - Bloc-notes

Fichier Edition Format Affichage Aide

Hconfig]

remotePanel=true
proxyHost=proxy.mydomain.com: 3030
proxyUser=myuserbame
proxyPassword=mysuername

Installation validation

Once the agent service has been installed, it will connect to the FOCALIST server to
exchange a certificate, then switch to secure HTTPS mode. Depending on the agent
creation options, the agent can automatically start searching for print devices on the
subnet to which it is connected.

Service activity is recorded in log files located in the logs sub-directory. There are sev-
eral files, depending on the level of detail required. Each time the service is started,
the previous logs are renamed and the index number is incremented. The most recent
logs are therefore suffixed with O :
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(41 [ = | logs
Accueil Partage AMfichage

« - o » CePC » Disquelocal (C:) » Programmes (x85) » focalist-agent » logs v | B Rechercher dans : logs
o Mom - Modiié le Type Taille

*-‘::::‘m * | L| L Decurment texte OKo
|_] esrorlog.bck Fichier LCK 0Ke

l. Téichurgements . _|"fl‘\00 Document texte Ko
5! Documents + [] finedlogek Fichies LCK DKo
= Images ’ _1 finel 2 Decument texte ike
config .i fred 201172022 1101 Document texte ikn
logs | ] infod 201172022 11:31 Docurment texte 4Ka

] Musique | ] infellloglek 201172022 11:31 Fichier LCK 0ka
. Vidéos L ‘j el Document texts iko
| nfo2 Document texte ko

To check that the installation is complete, open the info0.log file with Notepad. You will
find the following typical sequence of events:

INFO: Logger configured.

INFO: Connector Agent version: princity-connector-agent-backend:5.8.0 INFO: Down-
loading certificates for key: JYNBUSONABCDABCD

INFO: Removing key file

INFO: Local network addresses: [192.168.1.0/24]

INFO: Finished bootstrap of Princity Connector Agent. INFO: Trying to connect

INFO: Connecting to: wss://cc.eu-focalist.cloud/connector/v1 INFO: Successfully con-
nected

INFO: Received task: 21947213: TaskTypeReference{name='DISCOVER'}

If the log file includes errors, see the Troubleshooting chapter.
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