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Capture Walks with SNMPWalker

Principle

SNMP Walk is acommand that allows to collect, thanks to the SNMP* protocol,.data
about adevice installed on a specific network:
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The analysis of the collected data allows:
 toreport the status of adevice;
* to study new devices models;
« toreport theinternal counters of the device;
« to check the condition of the consumables (paper trays, cartridges, etc.);

Walks are valuable for monitoring Watchdoc malfunctions of the device. They are some-
times requested for troubleshooting by the Doxense Support team.

To perform an SNMP walk capture, you have the SNMPWalker tool provided by default in
the Watchdoc installation folder.

This tool, which creates a point capture of the device's SNMP tree, can be used at regular
intervals, before or after a printout, to allow a comparative study of the different datain the
device.

1Simple Network Management Protocol (SNMP)is an Internet-standard protocol for col-
lecting and organising information about managed devices on IP networks and for modi-
fying that information to change device behaviour. Devices that typically support SNMP
include routers, switches, servers, workstations, printers, modem racks and more. SNMP
is widely used in network management for network monitoring. SNMP exposes man-
agement data in the form of variables on the managed systems organised in a man-
agement information base which describes the system status and configuration.
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Procedure

Access SNMP Walker

To access the SNMPWalker tool:
1. accessthe Watchdoc server and log on yas an administrator;
2. thanksto aexplorer, access the folder SNMPWalker, saved by default in C:/Pro-

grammes/Doxense/Watchdoc/Tools/;
3. inthefolder SNMPWalker is the executable SNMPWalker.exe:

Is > SNMPWalker v & | Rechercherdans:S.. £

« v » CePC » Disquelocal (C) > Programmes » Doxense > Watchdoc > Tools

. Disque local (C:) A Nom Modifié le Type Taille

inetpub = READMETXT 02/04/2019 23:21 Documen ttexte 1Ko
Perflogs € SNMPWalker User Manual pdf 02/04/2019 23:21 Chrome HTML Do... 205Ko
Program Files (x26) ) SNMPWalkegexe 03/04/201909:10  Application 12040

Programmes | SNMPWalker'txe.config.merge 02/04/2019 23:21 Fichier MERGE 1Ko

Common Files

Data

Images

logs

Redist

saL

Tools
ConfigTool
SNMPWalker

Use SNMPWalker

To obtain an SNMP walk:
1. clickonthe SNMPWalker.exe executable;
2. inthe Doxense SNMP Walker tool, click onthe Search Devices button;

I@I Doxensze SMMP Walker — pod

\,WEtGthG

This toaol will create a snapshot of the SNMP tree exposed by
a netwarked printer or device.

IP:| | .

e, ™

Save Tu:l

[¥ Save also a human-readable version (.txt)

[T Increase timeout for slow devices

[T Re-walk automatically every {minutes): |2 vI
[T start walking from the Host MIB

[¥ Automaticaly skip infinite branches

‘ Idle...
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3.

5.

inthe Network SNMP Scanner tool, select the network I.P. to browse, then click
on the Scan button:

then, in the list of detected devices, double-click on the I.P. of the device you want to
study the data;

Network SMMP Scanner

Broadcast IP: [10.10.255.255 (= mjmnd 8 host(s) |

1P _<4— | Brand | Device | Description | objectid ]
#110.10.0.116  kyocers  TASKalfa 4052ai KYOCERA Document Solution...  kyocera.41
sharp SHARP MX-3070N SHARP MX-3070N sharp.3.1.112.1.1
C10.10.0 canen Canon iR-ADV 4225 16.04 Canen iR-ADV 4225 /P canon.4.7
$910.10.20.153  brother  Brother MFC-L6300DW series  Brother NC-8300h, Firmware...  brother.nm.system.net-per...
#10.10.20.237  hp HP Color Laserdet MFP E87640  HP ETHERNET MULTI-ENVIRO... hp.nm.hpsystem.net-perip...

nlU.lU.ZZ.BZ lexmark Lexmark MX511de 701520HH... Lexmark MX511de version N... lexmark.printer.71107121

from the Doxense SNMPWalker interface, where the device to analyse is selec-
ted, click on the IEZZZMM button to launch the analysis:

13| Doxense SNMP Walker - X

VWatchdoc
\r

This tool will create a snapshot of the SNMP tree exposed by
a networked printer or device.

IP:[10.10.0.73 | T
Read: T

Save T0:[10.10.0.73_$SYSNAME\walk_$NEW.bin | u

W Save also a human-readable version (.txt)

[T Increase timeout for slow devices

[T Re-walk automatically every (minutes): |2 vI
[T Start walking from the Host MIE

[V Automaticaly skip infinite branches

Idle...

6. Acursorindicates the analysis progress. At the end of the operation, a message

indicates the file where the analysis is saved. By default, this file is saved in \Dox-

ense\Watchdoc\Tools\SNMPWalker and has the analysed device's name:
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7. Inthe SNMPWalker folder, openthefiles walk][...].txt and walk][...].bin to read the
analysis and/or sent it to the Doxense Support team:

« ~ 1 | > CePC > Disquelocal (C) > Programmes > Doxense > Watchdoc > Tools > SNMPWalker > 10.10.0.176_Sharp_Mx_3070N v o
Modifié le Type Taille
# Accés rapi
(7] walk 20191227_153038in 27/12/20191530  Fichier BIN
W CePC D walk_ 20191227 _153038.txt 27/12/201915:30 Document texte
ms
5| Documents
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