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Introduction

Purpose of this manual

This document provides the technical and organisational prerequisites needed to install
Watchdoc v6.1.
In this document, print device refers to a printer or multifunction printer (MFP)installed on

anetwork.

Intended audience

This manual is intended for the decision-maker and the IT specialists in charge of
validating the technical environment before installing Watchdoc.

Symbols used

@ Information: highlights important information required to fine tune the
installation or configuration of the solution, any information that may be
useful for a better understanding or knowledge of a notion or a function of
the tool, or provides a specific case of use of this tool.

Contact Doxense®

Doxense's technical assistance service is reserved for certified, technical partners and can
be contacted via Connect, customer portal dedicated to partners.

v

WATCHDC>C

B daT=12
Hartn
el L

For all other questions, please contact your Doxense® consultant or send us an email at
contact@doxense.com
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Versions

Date Description

05/22/2024  update for the 6.1 version.

12/21/2023  update forthe 6.0 version.

07/25/2022  update for the MS Windows server and MS SQL server supported versions
01/24/2020  update of the network ports pattern

10/09/2019  update forthe 5.3 version.
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Network ports and protocols
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Network ports matrix

The network ports to open are the following:

WES (Watchdoc Embed-
ded Solution) on printing
device

Watchdoc web site (IIS)

Web Browsers : web inter-
faces

Watchdoc Service (core
print server)

Watchdoc Service (core
print server)

Watchdoc Service (core
print server)

Watchdoc Service (core
print server)

Watchdoc Service (core
print server)

Watchdoc Service (core -
print server) or user browser

Watchdoc Print Client for...

Watchdoc Notification
Server

Watchdoc

Watchdoc

TCP 5754
or5753

TCP 5744

TCP 80
TCP 443

TCP 1433

TCP 5432

UDP 161
UDP 162

TCP 9100
TCP515
TCP 631
orTCP 443

TCP 389
TCP 636

TCP 5756

TCP 5753

TCP 445

TCP5751

TCP 443

HTTP
HTTPS

Dotnet pro-
tocol

HTTP
HTTPS

SQL

SQL

SNMP
RAW
LPD

IPP
IPPS

LDAP Pro-
tocol SSL

HTTPS

HTTPS

SMB

HTTPS

Technical and organisational prerequisites v6.1 v6.1

Watchdoc service (core)- print server

Watchdoc service (core)- print server

Watchdoc web site (IIS)

DataBase server Microsoft SQL®

PostgreSQL

Printing devices

Printing devices

Users Directory Server

Watchdoc Supervision Consol (WSC)

Watchdoc Print Server & Watchdoc
Master (if exists)

Users workstations

Watchdoc Notification

WES - Watchdoc Embedded Solu-
tion - Lexmark (in some specific con-
figurations).

If there is a firewall in the infrastructure, this firewall must allow accesses to the
server on wich Watchdoc is installed. WSD (Web Services for Devices)tech-
nology is not supported by Watchdoc.
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WES ports matrix

The network ports to open for the WES are the following:

Labels Source Protocol
TCP 8000 HTTP Printing
Canon e llele TCP 8443 HPPS device

Hewlett-Packard Watchdoc lg:z %237 E;EF; chlt::r;g
R < i
Kyocera Watchdoc Igi 2888; :;E S chzr;g
- T
;c:;lteelxmark Watchdoc ¥glz 23223 HPPS gg\rlllt;r;g
e BELOGR DD
SharpOEM LExmark  Watchdoc igg 223 HPPS dpzclt:;g
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The network ports to open for the WES Konica Minolta are the following:

Konica Minolta Watchdoc webdav KM device
Watchdoc 50003  SSL KM device
Watchdoc 50001  Non-SSL KM device
Watchdoc 59158  OpenAPI KM device
Watchdoc 59159  OpenAPI KM device
Watchdoc 59160 OpenAPI KM device
KM device 5753 SSL Watchdoc
KM device 5754 Non SSL Watchdoc

Interserver port matrix

The network ports to activate the interserver printing are the following:

Server ofthedomain TCP5753  HTTPS Server of the domain
SSL

Watchdoc service ~ 9100 RAW Printing devices
IPP/IPPS

DOXENSE ?
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Server Architecture

Architecture overview

To operate, Watchdoc needs four Windows services:
» Watchdoc core running on aprint server
 adirectory on adomain controller or other user authentication source (AD, Open
LDAP, SQL, CSVfile, etc.)
e awebsite
» databasesona SQL server.

These four services can be installed on one or more physical machines:
 stand-alone mode
« classic mode
* remote mode.

N - N 7 )
Stand alone mode Classic mode Damnta mada

WATCHDOC
saL WATCHD<OC

s Contréleur s Contréleur WATCHI:_K»C Contréleur
Impression de domaine Impression SQL de domaine Impression 1S SQL de domaine

Benefit: Benefit: Benefit:
-allinone - seamless integration for servers with few - seamless integration
RAM and CPU resources

Disavantages: Disavantage: Disavantage: .
- security - requires adapted bandwidth - requires adapted bandwidth
- CPU/RAM consumption

\ AN /. J

Instand-alone mode and inclassic mode, the Watchdoc core and the web site are
installed onto the same server. (cf.Install Watchdoc kernel and Web Site).

Inremote mode, the Watchdoc core and the web site are installed into two separate
servers (cf. Install the Watchdoc kernel and Install the Watchdoc web site).

Watchdoc administration and end-user interfaces are fully web based and they are
compatible with the following Evergreen browsers:
« Edge
» Google Chrome (versions up to 2 years old compared to the Watchdoc version)
» Mozilla Firefox (versions up to 2 years old compared to the Watchdoc version)
 Safari.

Each component needs to interact with the others, either locally or over the network.
When networked, it is important to know what are the necessary ports for proper
operation.

DOXENSE
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Specific Deployments

Watchdoc can be deployed in a Domain configuration, i.e. with a master server and other
servers (slaves).

Certain parameters defined for the domain's master server can be automatically applied to
allthe other servers that depend on it (if the Global box is ticked in the master's
configuration interface).

In addition, the update applied to the master server can be propagated to all the servers
that depend on it (via WSC - Supervision Console).

Watchdoc allows inter-server on-demand printing when the servers belong to the same
domain. Inter-server printing is based on a pool in which configuration data for printing
peripherals and user data are shared.

Prerequisites for WEScan

Watchdoc includes WEScan, a new feature that scans from the printer device and sends
the scanned document to a specific email address or folder on the network.

Saving the scanned document in a shared folder on the network requires an account with
read and write permission on the destination folder. This account must :
» have the property "Log as a service" (so that you can act from outside on the server
without having to authenticate himself) ;
» have apassword that never expires.

When installing Watchdoc, the access account must be specified in the "Privileged
Services options" dialog box to enable WEScan.

DOXENSE 11
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Servers prerequisites

Compatible Windows Server® Editions

« MSWindows Server® 2016
« MS Windows Server® 2019
« MS Windows Server® 2022

Watchdoc is also compatible with virtualization software (VMware, Hyper-V, etc.).

The Core version of MS Windows Server® is not supported.

Microsoft Visual® C++ 2013 is mandatory.
Microsoft® .NET Framework 4.8 is mandatory.

Analysed languages

Watchdoc uses Type 3 print drivers.
Type 4 print drivers are not supported.

Watchdoc analyses the following languages:

e PJL

« PCL5,5c,5°

e PCL6 (PCL-XL)

e HPGL2

 Postscript DSC (Document Structuring Conventions)

« ESC/P2

« EMF

« XPS (however, given the limitations of this format on certain functions (spool
transformation and inter-server print-on-demand in particular), we do not
recommend its use).

@ The preview features are only available with the EMFand PCL6 data-
streams.
Removal of pages within a print document is only possible with prints made
with PCL6 drivers.
Redirection of print jobs can only be used with printers:
« using the same language;
 having compatible print files.

DOXENSE 12
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Printing notifications

When the MS Windows® print queue is controlled by Watchdoc, it is paused by default. As
soon as a user starts printing, an MS Windows® notification informs him that the printing
deviceis paused, which may lead to confusion. We therefore recommend that you
deactivate this notification:

Printer temporarily stopped

"Doxense on print" is temporarily
stopped.

058
28/01/2020 %3

Example of Ms Windows® 10 notification

Automatic process
If the workstations are running MS Seven® or MS Eight®, we recommend that you change
the value of the following registry key from 1 to O:

HKEY_CURRENT _
USERS\Printers\Settings\EnableBalloonNotificationsRemote

This action will disable tooltips for the printouts sent to the print server.

Manual process

1. accessthe Watchdoc printing server as an administrator:
accessthe Server's Control Panel, then Hardware and Devices and Printers;
Inthe Devices and Printers window, click on Printing Server Properties:
Inthe Print Server Properties, click onthetab Advanced,;
untick the box "Display the printing notifications for the network printers™:

a s N
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Settings. o
@ Home Printers & scanners
Find a setting bl | Add printers & scanners
Devices ¢y Refresh
¥ Bluetooth & other devices Kyocera:TASKalfa 2554ciKM019372
Printer % Print Server Properties

| & Printers & scanners Foms Pots Davers

Lexmark CX725 (ET0021872D68C9)

A Multi Function Printer, Laser printer, Scanner a DOC-CDA-VE-M,
. Versalink C405
Typing Printer, Scanner Spool folder:
& Pen &Windows Ink Eg] Yerox Versalink C7030 (90:98:6b) Dlbees D“J s of remote documents
Printer
[ Show info?
() AutoPlay
Lexmark MX632adwe (ET788C77DCC279) [ Show informational notifications for netwerk printers
Multi Function Printer, Laser printer, Scanner
B use

EPSONCA7DED (WF-8590 Series)
Multi Function Printer, Printer, Scanner

Lexmark MX511de
Printer

Eg] HP Color LaserJet MFP E87640 [BC4B24]
Printer

Lexmark MX511de (ETO021B7BAAACA)

Multi Function Printer, Laser printer, Scanner Cancel Aoy

'J:l_| INPIBC4B24 (HP Color LaserJet MFP E&7640)

6. from awork station, check that the notification no longer displayed when launching
aprint job.

Antimalware, antivirus

The server antivirus or antimalware tools (ke Windows Defender®, Bit Defender®,
Kaspersky®, Mac Afee®, for example), must exclude the spools directory and the
Watchdoc installation directory. If not, slowness occurs, generated by the security tool
analysis.

Application server

Watchdoc runs under a Internet Information Server (lIS) server. Required IS components
are:
» Web-Server
Web-ASP
Web-Metabase,
Web-Windows-Auth

® Microsoft® .NET Framework 4.8 mandatory

DOXENSE 14

Print, breathe !



WATCHD<>>C Technical and organisational prerequisites v6.1 v6.1

Directory Server

One or more of these directories are compatible:
« Active Directory®

- Open LDAP®: validated set up required (the directory must have the same structure
asanAD)

« MS SQL® database (structured like a directory)

« XML file (structured like a directory)

 Proxy Directory : correspondence between user login and number or between the
name or user login known on the device (data via SNMP, copiCodelP).

@ For any other type of directory, please contact us.

Watchdoc is able to manage multiple directories,
provided that there are no homonyms between them.

DOXENSE 15
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Database Server

Watchdoc registers statistics and the users's Virtual Purses in two databases. Compatible

Database servers are the following:
« MS SQL Server® (Express/Standard/Enterprise) 2012, 2014 or 2016, 2017 and

2019 with following prerequisites:
° Mixed mode;
o SQL browser (if remote SQL with a named instance).
° thelanguage used must be Case Insensitive (e.g. French_CI_AS).

@ If the SQL server is remote (in classic or remote modes), make sure
that TCP/IP is enabled in SQL Server Configuration Manager.
Also make sure the SQL Browser service is started so that Watch-
doc can display the list of servers and available instances.

« PostgreSQL® (Doxense® does not offer any assistance with settings).

* Inthe case of using Report Services for Watchdoc (WRS) (to generate
comprehensive printing activity reports), Reporting Services (included in MS SQL
Server min. of SQL: 2008 R2) must be installed.

@ Watchdoc is not compatible with Oracle® Database.

Notifications

The notification feature of Watchdoc uses the SMTP protocol.
The following parameters must be checked :
» MSG.exe must be activated to display messages;
» ontheworkstations, the value of the following key must be 1:
HKLM\SYSTEM\CurrentControlSet\Control\TerminalServer

DOXENSE 16
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Capacity planning

CPU and Memory

For more information, see Microsoft® Print Server Scalability and Capacity Planning.

As stated in this Microsoft® document, it may be difficult to size a print server, as there are
many parameters to consider: number of printers, type and number of client workstations,
type and size of spool files, network interface.
For resources to be allocated to Watchdoc, here are our recommendations:
» Lessthan 200 print queues: 4 CPU cores as a minimum with 1 GO of available RAM.
« Between 200 and 1'000 print queues: 8 CPU cores as a minimum with 2 GB of
available RAM.

SNMP Network Monitoring Traffic

Examples measured on Doxense network:
« Xerox WorkCentre 24 (Internal Auditron enabled with 80 accounts): 30 MB/day
» KyoceraMita KM-4035 : 18,5 MB/day
e Dell5100cn: 10,8 MB/day
e Lexmark T420:10,4 MB/day

Local Agent Network Traffic

For each document printed on alocal printer, the agent sends a message to the
Watchdoc server. Its actual size depends on the protocol being used:
« .NET Remoting (TCP surle port 5744): 2,5 kB (kiloBytes) per transaction ;
o HTTP: 3,5kB (kiloBytes) per transaction.

Database storage requirements

In the database, each printed document needs between 1,5 and 2,5 kB.
For monitored network printers and MFP:
« Incidents: 1 kB per incident on connected devices (if SNMP is active);
« Supplies and counters: 600 bytes/device/hour or 5,2 MB/device/year;
» Server counters (RAM, CPU...): 200 bytes/server/hour or 1,8 MB/server/year.

Note that Microsoft® does not support workstations with desktop OS as a
production server.

DOXENSE 17
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SNMP

General overview

Watchdoc can retrieve information about the printer or multifunction via SNMP:
« information on consumables: paper, ink, toner, staples etc.;
« information on device status in the administration site: LCD display messages, LED
Status, errors and warnings;
« collection of counters: prints, copies, 'scan to disk "or" scan to mail " operations...

&EPrimlngque«es O ocuments N queues printing @ @ ‘@‘
— k% List of the printing queues controlled by Watchdoc W\ enhod ) wsory T devices &) & &

B9 Printing queues 21 5 Queue groups 5 5 Job Poos
Search [ Name, Model Description, IP,..| ®  Groupe  <All> @ Fiterby (5 Controlled @ Group by /& Groups Display by 2 Current status B
Name 1P Adar. 12hstatus  ihstatus  Supplies 12hactivity  fio A Alphabetical Status message
E Network Queues (s B Groups.
Ca055-pP NE) @004 2 Mocels PN
Canon iR-ADV 6255/6265 [l (®) € 1e.10.2.229 4 sttus o
ColorQube NG o063 & orvers
1 X510 (AT 0038 @ Categories

i oazs O 10205 . v

38 Epson W 8590 [N E

£ HP E8T640 U ® @) 10.10.20.237 (] 12

% HeMsTS O 125808 T ) 9

2% KM 454 HES wisesn 3
R KONICA MINOLTA OO e.10.20.125 (] 4 oz o i equire Paperew low (1
22 Kyocera FS-3540MFP KX (IR 10.10.0.39

FF Kyocera TASKalfa 40526 [® @ 12.10.0.115 (] [2 A gz
32 e 9500w NG o000

“N, MFP Doxense OB o007 1 (] [2 A A D2 B2
22 mpcosz UNR e.10.21.22 R2

MXs11 (A 20.10.0.208
mx711 (A 010,018
okt (XA 20.10.0.237
POD [MEISER)
Samsung 6545 WXQ 1e.10.0.155
SHARP MX-3070 WOS wwes
74 Sharp MX-M266N WS wou

%7 Sharp Support MX-3111U (I ®ET 1e.10.0.200

EE Printing queues A Documents  \CP Queues &qﬁ Printing |©
+ List of the printing queues controlled by Watchdoc ‘v on hold history ST devices

25, Printing queues (1) 555, Queue groups (3) 555, Job Pools (2
Search | Name, Model, Description, IP, .. | ® Groupe <All- ® Filterby (¥ Controlled 27) Groupby [E Groups Display by [ Current status iz B
Name 1P Addr. 12h status ihstatus  Supplies 12nactivity  Jobs  WES Session Status message
[} Network Queues o)
i €8055-PP U &) 10.10.0.08
147 Canon iR-ADV 6255/6265 |11 (B)C 12.12.5.128 c?
$F cotorQube U 12.10.0.35
U axs10 [l 10.10.0.38

oo CX725 @ 1e.10.20.15 (] [ O

38 Epson WF-8590 [ 010.03

3 e Esveao 1 OF 0.10.28.25 ] ¥ o —

7 HP M5T5 [ ME] 1e2.68.1.8 i ] | [ (1) “Mode veile active™

27 KM 454e IU®E 20032 =} 7 Resdy

3% KONICA MINOLTA 1S 1e.10.20.126 [ ] [ ez @) User intervention is required. Paper levellow (T

% Kyocera FS-3540MFP KX U@ 10.10.0.33 [e—

3 Kyocera TASKalfa 4052¢ |1l (®) @ 10.10.2.116 [} 9 . 2z & -

=2 MFC-89500W [ 1e.1e.0.206 N Unaviable

*N. MFP Doxense OB 00017 [T [] [ A A B2 B= @) Foversave
MPC306Z [HXR 10.18.21.22 % R P

B s i [ 1e.10.0.108 ! MFP Doxense - 10.10.0.175 - SHARP MX-3070N

1 Mx711 (B 2e.10.0.88

el |l A 1e.10.0.137

27 poD IM®E 12.18.0.3

35 Samsung 6545 @ 10.10.0.155

57 SHARP MX-3070 HEE w1106 inl

FE4 Sharp MX-M266N WS wiceu — — — -

<4 Tosh 3008A |y 1e.18.e.114 i

38 Xerox ca05 [ &) 10.10.20.159 Fing i e "

¢ Xerox 8055 A §) e.10.0.08 Pitloss

[E virtual Queues Inbound il

DOXENSE [F® i 10.10.0.176 Outbound
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@ Watchdoc supports SNMP v3 since version 6.1.0.4898

Print Device Compatibility

The list of Watchdoc Certified manifacturers is available in the WES section of the

documentation web site.
For these manufacturers, a partnership has been established to maximise the

compatibility of Watchdoc with their devices.
For the other manufacturers, Watchdoc uses standard SNMP protocolto collect data

(common MIB) and analyse the print files (PCL 5/6 and PS).
Within the Watchdoc package, we provide tools for you to validate the Watchdoc
application in the customer's environment and check drivers and data stream

compatibility.

Security

Doxense recommends customising all SNMP community strings.
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Client Workstation

General overview

By default, there is no installation required on the client workstation.

The user must print to the shared printer queues on the print server. The printer is installed
as a network printer either manually or using tools like the Microsoft® Group Policy (GPO)
or other utilities.

Client Operating Systems

« Watchdoc works on the following systems:

» Windows® 2000/ XP/ Vista/7/8/8.1/10/11

« Mac OS® X/ Linux : printing via Samba or via Line Printer Daemon Protocol(LPR).
Possible loss of identity of the user.

For Unix® printing via the LPR protocol (Mainframe® for example), prior
validation is required. However, no information on the identity of the job
owner is available under this configuration.

Drivers

Watchdoc uses only type 3 print drivers.
Type 4 print drivers are not supported.

Applications

The Watchdoc analysis capabilities are regularly tested with the most common
applications (Microsoft® Office Suite, Adobe Reader, Photoshop, web pages...).

For custom applications (e.g. generated in a UNIX® environment), if the client generates
themselves their print file (Postscript® for example), it is recommended to get some print
files for compatibility testing.

If the format is not standard, it may be necessary to develop a specific component
dedicated to the analysis of print jobs from the application.
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SNMPWalker

SNMP Walk is acommand that allows to collect, thanks to the SNMP protocol,.data about
adevice installed on a specific network:

) walk_20190528_092913.x¢t - Bloc-notes - o X

Fichier Edition Format Affichage Aide
.8 [str] " -307eN"

tID.0 [object0id] .3.1.112.1.1

system. sysUpTime.@ [timeticks] 01/01/6681 00:00:09

system. sysContact.® [str] (empty)

system. syshame.® [str] " _3070N"

system.syslocation.@ [str] "Lille/AILE 2"

system.sysServices.0 [integer] 72

# skipping interface stats...

host.hrStorage.hriemorySize.d [integer] 4194304

host.hrStorage.hrStorageTable.1.1.1 [integer] 1

host.hrStorage.hrStorageTable.1. hrStorageType.1 [object0id] host.hrStorage.hrStorageTypes. hrStorageRan
host.hrStorage.hrStorageTable.1.hrStorageDescr.1 [str] "Allocated memory for Printer™
host.hrStorage . hrStorageTable.1. hrStorageAllocationUnits.1 [integer] 1024
host.hrStorage.hrStorageTable.1.hrStorageSize.1 [integer] 4096
host.hrStorage.hrStorageTable. 1. hrStoragelsed.1 [integer] 4096

host.hrStorage.hrStorageTable.1.7.1 [counter32] @

host.hrDevice.hrDeviceTable.1.hrDeviceIndex.1 [integer] 1
host.hrDevice.hrDeviceTable.1.hrDeviceIndex.3 [integer] 3

host.hrDevice. hrDeviceTable.1.hrDeviceIndex.4 [integer] 4
host.hrDevice.hrDeviceTable.1.hrDeviceIndex.5 [integer] 5

host.hrDevice. hrDeviceTable.1.hrDeviceIndex.6 [integer] 6
host.hrDevice.hrDeviceTable.1.hrDeviceIndex.7 [integer] 7

host.hrDevice. hrDeviceTable.1.hrDeviceIndex.8 [integer] 8
host.hrDevice.hrDeviceTable.1.hrDeviceIndex.9 [integer] 9

host.hrDevice. hrDeviceTable.1.hrDeviceIndex.21 [integer] 21
host.hrDevice.hrDeviceTable.1.hrDeviceIndex.23 [integer] 23

host.hrDevice. hrDeviceTable.1.hrDeviceIndex.81 [integer] 81
host.hrDevice.hrDeviceTable.1.hrDeviceIndex.86 [integer] 86

host.hrDevice. hrDeviceTable.1.hrDeviceIndex.87 [integer] 87

host.hrDevice. hrDeviceTable.1.hrDeviceType.1 [objectOid] host.hrDevice.hrDeviceTypes.hrDevicePrinter
host.hrDevice. hrDeviceTable.1.hrDeviceType.3 [object0id] host.hrDevice.hrDeviceTypes.hrDeviceletuork
ce.hrDeviceTable.1.hrDeviceType.4 [object0id]

. ce.hrDeviceTable.1.hrDeviceType.5 [object0id] es.hrDeviceOther
host.hrDevice.hrDeviceTable.1.hrDeviceType.6 [objectOid]

host.hrDevice. hrDeviceTable.1.hrDeviceType.7 [object0id]
host.hrDevice.hrDeviceTable.1.hrDeviceType.8 [object0id] es.hrDeviceDiskStorage
host.hrDevice. hrDeviceTable.1.hrDeviceType.9 [objectid]
host.hrDevice.hrDeviceTable.1.hrDeviceType.21 [object0id]

host.hrDevice. hrDeviceTable.1.hrDeviceType.23 [object0id]

host.hrDevice. hrDeviceTable.1.hrDeviceType.81 [object0id] pes. hrDeviceOther
host.hrDevice. hrDeviceTable.1.hrDeviceType.86 [object0id] pes. hrDeviceOther
host.hrDevice. hrDeviceTable.1.hrDeviceType.87 [object0id] pes. hrDeviceOther
host.hrDevice. hrDeviceTable.1.hrDeviceDescr.1 [str] * 3070N"

host.hrDevice. hrDeviceTable.1.hrDeviceDescr.3 [str] "Ethernet port”

The analysis of the collected data allows:
« toreport the status of adevice;
« to study new devices models;
« toreport the internal counters of the device;
« to check the condition of the consumables (paper trays, cartridges, etc.);

Walks are valuable for monitoring Watchdoc malfunctions of the device. They are
sometimes requested for troubleshooting by the Doxense Support team.

To perform an SNMP walk capture, you have the SNMPWalker tool provided by default in
the Watchdoc installation folder.

This tool, which creates a point capture of the device's SNMP tree, can be used at regular
intervals, before or after a printout, to allow a comparative study of the different data in the
device.

Procedure

Access to SNMPWalker

To access the SNMPWalker tool:
1. access the Watchdoc® server as administrator ;
2. using an explorer, access the SNMPWalker folder saved by default in:
C:/Programs/Doxense/Watchdoc/Tools/.
3. The SNMPWalker.exe executable can be found in the SNMPWalker folder:
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<« “ 4 > CePC 5 Disquelocal () » Progremmes > Denense » Watchdos > Tools > SNMPWalker v & | Rechercherdans: 5. 2
. Disquelocal (C) A HNom Modifié le Type Taille
inetpub [ READMETXT 02/04/2019 23:21 Document texte 1Ko
Perflogs @ SNMPWalker User Manualpdf 02/04/2019 23:21 Chrome HTML Do 205 Ke
Program Files (x86) QSNMPWEHK Exe 03/04/2019 09:10 Application 1204 Ko
Programmes |7 SNMPWalkefExe.config.merge 020420192321 Fichier MERGE 1Ko

Archives,

cache

Data

Images

logs

Redist

saL

Tools
ConfigTool
SNMPWalker

Use SNMPWalker

To obtain an SNMP walk :
1. click onthe executable SNMPWalker.exe ;
2. inthe Doxense SNMP Walker tool, click on the Search Devices button;
3. inthe Network SNMP Scanner tool, select the network IP to be scanned, then click
Scan:

4. Inthe list of detected devices, double-click on the I.P. of the device whose data you
want to study;

Network SNMP Scanner B

Broadcast IP: [10.10.255.255 (= wund 8 host(s) !

IP < | Brand | Device | Description [ objectio T
ﬂ 10.10.0.116 kyocera TASKalfa 4052ci KYOCERA Document Solution... kyocera.41
sharp SHARP MX-3070N SHARP MX-3070N sharp.3.1.112.1.1
c 10.10.0. canon Canen iR-ADV 4225 16.04 Canon iR-ADV 4225 /P canon.4.7
=10.10.20.153 brother Brother MFC-L6900DW series Brother NC-8900h, Firmware... brother.nm.system.net-per...
[10.10.20.237  hp HP Color Laserlet MFP E87640  HP ETHERNET MULTI-ENVIRO... hp.nm.hpsystem.net-perip...

nll].l[l.ZZ.QZ lexmark Lexmark MX511de 701520HH... Lexmark MX511de version N... lexmark.printer.71107121

5. from the window in which the device to be scanned is selected, click on the button

m to start the scan:
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i/ Doxense SNMP Walker

- X

VVatchdoc
N\

This tool will create a snapshot of the SNMP tree exposed by
a networked printer or device.

IP:[10.10.0.73

| T

Resd T ) |
Save T0:[10.10.0.73_$SVSNAME\walk_$SNEW.bin | u

V¥ Save also a human-readable version (.txt)

[T Increase timeout for slow devices

[T Re-walk automatically every (minutes): |2 vI
[~ start walking from the Host MIB

[V Automaticaly skip infinite branches

Idle...

=>» Acursor indicates the progress of the analysis. At the end of the operation, amessage
indicates the file in which the analysis is saved. By default, this file is saved in
\Doxense\Watchdoc\Tools\SNMPWalker and bears the name of the scanned device:

|§I Doxense SNMP Walker

- Pt

Watchdoc
N

This tool will create a snapshot of the SNMP tree exposed by
a networked printer or device.

IP:[10.10.0.176

| Load Walk File...

Read )
Save T0:[10.10.0.176_$S5YSNAME\walk_$NEW.bin | u

¥ Save also a human-readable version (.txt)

[T Increase timeout for slow devices

[T Re-walk automatically every (minutes): IZ vI
[T Start walking from the Host MIB

v Automaticaly skip infinite branches

File saved

bin

B70 pkt/s - 3s

10.10.0.176_Sharp_Mx_3070N\walk_20191227_153038.

T T
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=> Inthe SNMPWalker folder, open the walk]...].txt and walk][...].bin files to read the
analysis and or send them to the Doxense Support team:

« v 1 > CePC > Disque local (C:) > Programmes > Doxense > Watchdoc > Tools > SNMPWalker > 10.10.0.176_Sharp_Mx_3070N

v O
Nom Modifié le Type Taille
3 Acces rapide
[7] walk 20191227_153038.bin 27/12/2019 1530 Fichier BIN 54K
= CePC [5] walk 20191227_153038.xt 27/12/2019 15:30 Document texte 127 K
I Bureau
& Document ts
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