WATCHDO>C

INSTALLATION AND INITIAL
CONFIGURATION MANUAL

Kyocera WES v3

D())(ENSE Prlnt breathe !

e de Flandre 59290W sghehal - Fra T+33(0)36221 1400
65 d la Tombe Iss - 75014 Paris - France www.doxense.com




WATCHDO»C Installation and Initial Configuration Manual

Kyocera WES v3
Table of contents

INtrodUCTiON .. 4
Purposeofthemanual ... . . . 4
Intended audienCe ...l 4
SYMDbDOIS USE . 4
VBISIONS . 5
WES Kyocera - Prior configuration ... 6
Activate security Settings ... 6
Access the device configurationinterface ... 6
Activatethe SSLand IPPS ... . . 6
Activatethe SNMP V3 8
Activatethe cardsreader ... 9
Install the WES application on the device with Kyocera NetViewer .......................... 10
Prer@QUISIEES .. .. 10
Download KyoceraNetViewer ... ... .. . 11
Use KyoceraNetVIeWer . . 12
Activatethe WES applicate ... 13
Activate the WEScan application ... 13
Create and configure the WES ... . . . . 14
Createthe WES profile ... 14
Configurethe WES profile ... . 15
Configure the Propertiessection ... ... 15
Configure the keyboard authenticationmode ... 15
Configure the card authenticationsection ... 16
Configure the Anonymous connectionsection ... 17
Configure the Accounting section ... 18
Configurethe Quotasection ... . 18
Configurethe Pull-printsection ... .. ... 18
Configurethe Scansection ... . 19
Configurethe Device Section ... .. 20
Configurethefailoversection ... . 20
Configurethe Misc. section ... . 22
Configurethe History section ... . . . 22
Validatethe profile ... 23
Configurethe WES onaprint qUeUEe ... 24
Accesstheinterface ... 24
Configurethe WES ontothequeue ... . . . .. 25
Validate the configuration ... . . 26
Install the WES onto the print queue ... ... 28
Presentation ... 28
Procedure ..l 28
WES - Customize the colors and images of aWESvV3 ... 29
Customizethebuttonscolor ... . 29
CUuStoOMIZEtNEIMAGES ... . e 29

DOXENSE ’

Print, breathe !



WATCHDO»C Installation and Initial Configuration Manual

Copyrights

© 2024. Doxense®. Allrights reserved.

Watchdoc® and all product names or trademarks mentioned in this document are
trademarks of their respective owners.

Reproduction in whole or part, by any means whatsoever is prohibited without prior
authorisation. Any electronic copies, either by photocopy, photograph, film or any other
means is an offense.

47, avenue de Flandre Tel: +33(0)3.62.21.14.00
59290 Wasquehal - FRANCE Fax:+33(0)3.62.21.14.01
contact@doxense.com www.doxense.com
3
DOXENSE

Print, breathe !


mailto:contact@doxense.fr
http://www.doxense.com/

WATCHDO>C Installation and Initial Configuration Manual

Kyocera WES v3

Introduction

Purpose of the manual

This manual describes the procedure for installing Watchdoc Embedded Solution v3 on
{g KYOCERd devices.

The Kyocera® WES is available for devices equipped with HyPAS Embedded
technology 1.x and 2.x on 3 series and later models.

Intended audience

This manual is intended to be used by technicians responsible for installing the WES on
Watchdoc v6.x. Such technicians must have information on the print server, the
Watchdoc hosting server, as well as the properties of the device.

Symbols used

The terms followed by an asterisk * are defined in the glossary.

@ Information: reports important information required to fine tune the
installation or configuration of the solution or information that may be useful
for abetter understanding or knowledge of a notion or a function of the tool,
or provides a specific case of use of this tool.Contact Doxense®

Doxense's technical assistance service is reserved for certified, technical partners and can
be contacted via Connect, customer portal dedicated to partners.

ma

WATCHDO>C
\ge rtlfled/
Partner

For all other questions, please contact your Doxense® consultant or send us an email at
contact@doxense.com
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Versions

Date Description

21/10/2022  Update of the WES V3 with Kyocera Netviewer installation procedure

13/04/2022  Update to the V3 version.

17/08/2017  Rereading and corrections

02/03/2017  UpDate of the screenshot.

16/09/2016 First version.
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WES Kyocera - Prior configuration

Kyocera WES configuration must be preceded by configuration on the device.

To configure Kyocera WES V3 on Series 3 and higher devices, security settings must be
enabled from the device's web administration interface, and the WES application must be
installed on the device using the Kyocera NetViewer tool.

Activate security settings

Access the device configuration interface

1. From abrowser, access the device administration website http://device_ip.
2. Loginasadministrator.

Activate the SSL and IPPS

1. using abrowser, open the device administration web site (http: // device_ip)and
log in as an administrator;

2. clickonthe Advanced tab, and go to the Security tab, then Secure Protocols;

3. inthe Secure Protocol Settings section, tick the On box to activate the SSL

protocol;

Command Center RX

@
TASKalfa -

R Admin

Last Updated :
2022/04/13 12:20:32

Model : TASKalfa 2553ci
Host Name : MFP-KMB05808

Location - English v
Q Home

E Device Information /
©® Remote Operation

. Auto-refresh

_—
4\ Security Settings : Network Security

Secure Protocol Settings

Job Status
S5L:

Document Box

" f you selact OF, SEL cannat be used for communication.
i Address Book
Serverside Settings -

Device Settings TLS Version - SSLI.OMLS1.0 TLS11
TLS1.2
Function Setfings ] .
Effective Encrypfion 4 ARCFQUR DES
Cd SDES bl AES
Network Settings AESfGCM 9
Security Setti
LR S Hash : SHA1 SHA2(256/384)
Device Securi - (@) Secure Only (HTTPS)
Y HTTP Security - () Nol Secure (HTTPS & HTTF)
Send Security P Securty @ Secure Only (IPPS)
: (") Mot Secure (IPPS & IPP)
Network Security
ecure Only (Enhanced WS3D over SSL)
. h Enhanced WSD Security : Mot Secure (Enhanced WSD over SSL &
Certificates o Enhanced W3D)
Management Seitings eSCL Security © Secure Only (eSCL over S5L)

Links

REST Security
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4. Then click Submit (at the bottom of the page)to save your settings.

Click onthe Network settings entry, then on Protocol.

6. Inthe section Print Protocols, activate the protocol IPP over SSL keep the IPP
port 443 displayed by default:

o1

Command Center RX S—_ L Admin

Model : TASKalfa 2553ci
Host Name : MFP-KMB05808 Last Updated -

Location - W Autorefresh 0413 1223:30 O

Q Home

Device Information /

Remote Operation 4\ Network Settings : Protocol

Print Protocols

MNetBEUI :
Document Box

‘Workgroup | KM-MetPrinters

: Address Book

Comment :

Device Seitings

LFD :
Function Setfings

FTP Server {Reception) -
Network Seitings

General
(1-32767)
TCPAP
IPF over S5L
Protocol

To use these seffings, enable SSL. Network Sscurity

Security Settings

Port Number : 443 (1-32767)

Management Settings IPP over SSL Certificate : Device Certificate 1
Links Settings
IPP Authenfication :

Raw :

WSD Print

POP3 (E-mail RX) :

For more seftings, click here. E-mail Settings

E-mail printing is unavailable if remate printing is not enabled
Erinter Sattings

7. Click on Submit (at the bottom of the page)to save your settings.

8. Fromthe Management settings menu, click Reset,

9. Thenclick on Restart device and Restart network to take account of the
changes made to the settings:
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Command Center RX s K Aduin

Model : TASKalfa 2553ci
Host Name - MFP-KMB(05808 Last Updated :

Location - W Auto-refresh o a3 122520
m Home

Device Information / .
Fo Remote Operation /N Management Settings : Reset

Restart

Job Status

Restart Device

Document Box

Restart Network

: Address Book

EeealSe———— | Reset device to factory default
Device Settings
Function Settings
Network Seitings.

Security Settings
Management Setings
Job Accounting
Authentication
ID Card
Notification/Report
History Settings
SNMP
System Stamp
Message Board
Reset “
Remote Services
Application
Remote Operation

cS° Links

— After this operation on the network, the device is ready for installation.

Activate the SNMP v3

This step is only required when configuring the ScanToMe feature or if you want to use the
Kyocera Net Viewer to configure the device.

1. clickonthe Management Settings > SNMP menu.

2. inthe SNMP management interface, down the SNMPv3 section:
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Command Center RX

Model : TASKalfa 2553ci

Host Name : MFP-KMB05808

Location :

Y Home

En Device Information /
© Remote Operation

Job Status
Document Box

E‘C} Function Settings

(@ Network Settings

Security Settings

Q -
feiio) Management Setfings

Job Accounting

Authentication

ID Card

Notification/Report

History Setiings

SNMP

System Stamp

Message Board

Reset

Remote Services

Application

Remote Operation

cS° Links
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£
TASKalfa

English v

/'\ Management Settings : SNMP

SNMPv1iv2e

SNMPy1v2C

Read Community

Write Community :

sysContact :

sysMame :

sysLocation :

HF Web Jetadmin Compatibility -

Authentication Traps

Trap Recipient :

Authentication :

Hash :

Privacy -

Encryption

Read Only User:

User Name

Password :
Read/Write User :
User Name

Password :

R Admin

Last Updated :

W Autorefresh 043 122623

On

Mak settings hare. Protocol

[public

[public

SMMF write access is not available if the field is blank.

Settings must be mads in Location. System

On

Mak= settings hare. Pratocol

(&

. Forthese settings to take effect, click Submit and then restart the device and natwork.
Restart the device or network on this page: Reset

Activate the cards reader

Kyocera WES v3

Toinstall a cards reader on a Kyocera print device it's necessary to have a valid license.
It is also necessary to unblock the USB Host parameter, accessible from the Device
Security menu of the device administration interface:

1. Click on Security settings entry menu, then the Device security section.
2. Checkthat the USB Host setting is Unblock:
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R Admin

B Aulo-refiesh Last Updated :

20220413 122752 O

m- Home

F Device Information /
@ Remote Operation

Job Status
E] Document Box

Interface Block

Network :

USE Device :

4\ Security Settings : Device Security

Refer to this link. Protocol

() Block (® Unblock

USB Host :

() Block

(® Unblock

ﬁ Device Settings USE Drive

-Q Function Settings Optional Interface 1

- Opti lInterface 2
@ Network Settings. pronatineriace

Security Settings

Device Security

Lock Operation Panel

Operation Panel

Display Status/Log
Send Security

Network Security Display Jobs Log :

Certificates Edit Restriction

a Address Book :
9{3 Management Settings

One Touch Key
cS2 Links

Display Jobs Detail Status :

() Block (® Unblock

() Block (® Unblock

() Block (@ Unblock

[Unlock

[Show All

[Show All

() Adminigtrator Only

() Adminigtrator Only

Install the WES application on the device with

Kyocera NetViewer

Prerequisites

Before starting the WES configuration in the Watchdoc Administration Interface, it is
necessary to install the WES application on the device using the Kyocera Net Viewer.
The WES application file can be found in the Watchdoc application installation folder
(Watchdoc_Setup_|version#]\Redist). Locate it where it is saved, or download it to your

work environment for use when needed:
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[

Pin to Quick Copy

access

30 items

= | Redist

Home Share

B 0

View
= .
) New item

7] Easy access -

o Ccut
Wl Copy path

< B X =]

Installation and

HH select all

| Open ~
Edit

Select none

Paste " Move Copy Delete Rename  New Properties ;
[#] paste shorteut e e . folder - -+ Invert selection
Clipboard Organize New Open Select
v 4 > ThisPC > Windows (C)) » Program Files > Doxense > Watchdoc > Redist >

PerfLogs A Name -
Program Files
7-Zip

chrome_BITS_5252_294120048

ServletsRicoh_std_1661468676.zip
SetupPopup4 zip
TakeAwaylconW-Sharp50.png
TakeAwaylconW-Toshiba4.png

==

"

chrome_BITS_5252_685695415

chrome_BITS_5252_1222191558 = Watchdoclcongif
chrome_BITS_5252_2002034578 - WESwef
" Wes30LexAuthSDK4 fis
Common Files y
" Wes30LexAuthSDK6 fls
Crashpad = WeScanlconW-SharpS0.png
Doxense " WeScanKyocera_std_38E001.pkg
Supervision ] WesCanonAuth jar
Watchdoc ] WesCanonpullPrintjar
Archives | WeScanSDK8 fls
cache ~ WesCommonAppSDK6.fls
Data esfyaceta %
© WeskyoceraV3_std_38£1004
Images 8 leskyoceraV3_std_: pkg
_ WeTTexAmrth:
logs
9 ! WesLexmarkcSFxml

Powershell _ WesLexmarkSDK3/fls

~ wesParams.ucf
_ WesPullPrintfis

saL

Tools | WesRicoh_std_1661468673.2ip

X64 |£:| WESRiconDeployerjar

x86 | WESRicohDeployerzip
Gooale v " WesSamsung.par

1item selected 1.62 MB

Download Kyocera NetViewer

1.

aprwpd

Go to the (EN) Kyocera site

Date modified

11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
11/22/2023 12:01 ...
& 11/22/2023 12:01 ...

Type
Compressed (zipp.
Compressed (zipp.
PNG File
PNG File
GIF File

PKG File
Executable Jar File

Executable Jar File

PKG File
PKG File

Type: PKG File
Size: 1.62 MB

lcument

PM

1
1
1
1
1
1

Date modified: 11/22/2023 12:0

1/22/2023 12.01 ...
1/22/2023 12:01 ...
1/22/2023 12:01 ...
/14/2022 3:45 PM
1/22/2023 12.01 ...
1/22/2023 12.01 ...

UCF File
FLS File

Compressed (zipp..

Executable Jar File
Compressed (zipp
PAR File
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Kyocera WES v3

v|Q | Ssearch Redist

Size
828 KB
2,803 KB
9KB
TKB
2 KB
3KB
1,402 KB
2224 KB
22KB
21 KB
7,000 KB
3,651 KB
3,181 KB

https://www.kyoceradocumentsolutions.us/en/products/software/ KYOCERANET

VIEWER.html|
Download Kyocera Net Viewer,
Unzipp the knv.zip folder;

Then run the executable Kinstall.exe. ;
Follow the instructions until the installation is finalized:

DOXENSE
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£ Installer - X
0} KYOCERA Installer version 5.0.3628
KYOCERA Net Viewer Setup
Finished

Your software is ready to use.

KYOCERA Net Viewer

Installed

Start now

Close

Use Kyocera NetViewer

1. Oncelaunched, browse your working environment to select a Net Viewer

Workspace;

2. The application offers an Add Device wizard:

Select :

» Expresstolet the tool automatically search for all devices installed on the
network;
e Custom to choose away to discover printing devices;
» by searching onthe local network;
by entering the IP address;
e bylP addressrange

DOXENSE
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|
Y Add Devices >

Welcome to the Add Device Wizard.
How would you like to discover devices to add?

Express | Search for devices on your local network

Custom | Search for devices using specified discovery parameters

— If you have chosen Express, the executable starts a Discovery operation

Activate the WES applicate

1. From thelist of print devices found, select the Kyocera device on which you wish to
install the WES;

2. fromthe menu, select Device onthe device line, right-click and select the

Advanced menuitem;

Then click on Manage applications;

4. Inthe Manage Applications box, select Install and check the box to activate the
application after installation;

5. Thenbrowse your workspace to select the previously downloaded installation
package (WesKyoceraV3_std_[version no]);

6. Click Finish inthe confirmation box to install the application:

w

Activate the WEScan application

If you wish to use the WEScan module, it must first be installed on the device using the
application file (ocated in the Watchdoc_Setup_[version no.]\Redist application folder).
1. Fromthelist of print devices found, select the Kyocera device on which you wish to
install the WES;
2. from the menu, select Device onthe device line, right-click and select the
Advanced menuitem;
3. Thenclickon Manage application;
4. Inthe Manage Applications box, select Install and check the box to activate the
application after installation;
5. Then browse your workspace to select the previously downloaded installation
package (WeScanKyocera_std_[version no].pkg)
6. Click Finish inthe confirmation box to install the application.

DOXENSE 13
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Create and configure the WES

Create the WES profile

On aclean Watchdoc installation, a first WES profile is automatically created with default
parameters at the end of the wizard procedure, but you can, at any time, edit existing
profiles to modify them or create a new profile.

1. Fromthe Main menu in the administration interface

2.

WATCHDO>C

FORMVM4 > Main menu
FORMVM4.DOXFORM
~ Super Administrator (sysadmin)

V6.10.4898 | () Master (prin)

inthe Configuration section, click on Web, WES & Scan destinations:

DOXENSE
®©®

Printing queues, locations, queue groups & pools

List o the printing queues controlled by Watchdoc

E\ Documents on hold
J| List of documents held in the queue

&) User auotas
List of user quotas

Analysis

gl Statistics
Statistics of all the printing queues
Reports

f‘ p

Prints made during a certain period

Printing history
Printing history of all the printing queues

Failures & Alerts
List of failures on queues and documents

@ Pricings
List of available pricings
Filters
(&7 sistof avaiabe iters
©
& Roles & Services

List of ay le roles and services

‘c» Authorisation access
control

Quota Templates
Management of the quota templates and management rules

3.

4.

ed
Web, WES & Scan destinations

o | Web,
e —-

User directories.
List of all defined user directories

== Dataso

u
S 7his forms allows you to configure a data source

Ly, Aduanced configuration
Configuration and settings of the Watchdo server

Inthe Web, WES & Scan Destinations - Client Interface Management
interface, click on Create a new WES profile.
In the list, select the profile you want to create:

— you willaccess the Create a WES profile form, which contains a number of sections

in which you can configure your WES.

DOXENSE
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Configure the WES profile

Configure the Properties section

Use this section to state the main WES properties:

« Identifier: Enter the single identifier for the WES profile. It can comprise letters,
numbers and the' ' character with a maximum of 64 characters. This identifier is
only displayed in the administration interfaces.

¢ Name: enter the WES profile name. This explicit name is only displayed in the
administration interfaces.

» Global :inthe case of amaster/slave configuration, tick this box to replicate this
profile on the slave servers.

e Language: Select the WES display language configured from the list. If you select
Automatic detection, the WES adopts the language it finds by default in the
device configuration.

 Version: select the version of WES. For v3, you can customise the interface by
choosing the colour of the buttons and images to match your graphic identity:

» Colour: enter the Hexadecimal color value corresponding to the WES
button's colour. By default, the buttons are Watchdoc® orange customized
(#FF901). Once the value is entered, the colour is displayed in the field.

« Images: if you want to customize the WES images, enter the folder pathin
which are recorded images you want to display instead of the default images
(stored in C:\Program
Files\Doxense\Watchdoc\Images\Embedded\Doxense\[Manufacturer_
Name] by default).

i
ﬂ Configure a WES profile - KyoceraMita HyPAS
| =1 This form allows you to configure @ WES configuration profile
Properties
Identifier “3» wzdkyocera

Name Ab |WES Kyocera (WIZARD)
Glabal &) Replicate this profile on all servers

Version [4 Embedded application version

Language 3 | Automatic detection

Colour @ Colour of the buttons on the screen, in web format (= #FFS015):
#pro01s | [ R=255, G=144, B=21

Images Path to the folder containing custom images:

® For more details, refer to How to customize the WES ?

Configure the keyboard authentication mode

« Keyboard authentication: tick the box (at the section level) to enable user
authentication from a physical keyboard or the touch screen one, then set out how
this authentication works:

DOYYENSE 15
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e Login (PUK1 Code): the PUK code is automatically generated by
Watchdoc according to the parameters defined in the directory and
communicated to the user on the "My account” page.

» Login and PIN Code: consisting of 4 or 5 digits, the user PIN code
(1234, for example)is registered as anLDAP attribute orin a CSVfile. It is
associated to the user login (available with the Watchdoc 5.1 version).

e Login and password: users will use their LDAP credentials. We do not
recommend using this mode.

» Directory: From the list, select the directory to query during keyboard
authentication. If no directory is set, Watchdoc will query the default directory. Then
specify how users are to authenticate themselves:

Authentication

Keyboard authentication
Directory Allow PUK code authentication

[ allow login and PIN code authentication

[ allow login and password authentication

= [ META / META -

@ We do not recommend authentication by login and password. Never-
theless, if you opt for this mode, make sure that the device's screen and
keyboard are configured in the user's language and that they allow all cha-
racters to be entered, even diacritics (accents, cedilla, tilde).

Configure the card authentication section

Card authentication: tick the box (at the section level) to enable user authentication from

acard, then set out how this authentication works:
« Directory: Fromthelist, select the directory to query during cards authentication. If

no directory is set, Watchdoc will query the default directory.
- Self registration : If you enable the self-registration? from the WES, state how

the user assigns their card to their account:
» Disabled: the self-registration is not allowed: if the user is unknown, an error
message is displayed;
« with PUK code: the embedded solution will ask the user for its PUK code. If
the PUK code is correct, Watchdoc stores the card number with the user's

1(Print User Key). In Watchdoc, this is a code associated with a user account to allow the
user to authenticate in a WES. The PUK code is generated thanks to an algorithm. The
user can consult it in the "My account” page of Watchdoc.

2An action in which a user account is associated with its own card code. Registration is
carried out the first time a card is used. The registration can be carried out by the IT
manager when he issues the card to a user or by the user himself who enters his identifier
(PIN code, PUK code or username and password)which is then associated with his card
code. Once the registration is completed, the card code is permanently associated with its
owner.
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loginin its database;
« with login and PIN code: the embedded solution will ask the user for his

login and his PIN cpde.
« with login and password: the embedded solution will ask the user for his

login and his password. If the data keyed in are correct, Watchdoc® stores the

card number with the user's login in its database.
« Notify the user on self-registration: check this box to send a notification

to the user when his badge has been enrolled.
e Format : State, where necessary, how the character string for the badge number

string is to be transformed. E.g. raw;cut(0,8);swap.
« Display timeout: indicate, in seconds, the time to wait before a second badge

swipe is takeninto account (5s < Time < 15s)

Card authentication

Directory B [ [same as keyboard] v
Domain used to map the Card ID to the user account

Self Registration & Authorise new users to register their card on the terminal:
With PUK code
[ with login and PIN code
[ with login and password
O Notify the user on self-registration

Format E

Display timeout 30 (s) Timeout before switching back to login page on selfreg page.

@ Specificity of the Format parameter: typically, when the code PUK is sto-
red in an attribute of the LDAP directory, it is encoded for security reasons.
Obtaining the code corresponding to that of the badge therefore requires a
transformation of the format read by the badge reader. If you have a pro-
blem setting this parameter, contact Doxense Support.

Configure the Anonymous connection section

Tick this section to activate the Anonymous connection in order to allow an
unauthenticated user to access to the device by clicking a button.
It is possible to restrict the features that the anonymous user can access by applying a
privilege policy to the queue, group, or server, and using the Anonymous User filter.
« Button Label: Enterinthis field the label displayed on the access button to the
device features. By default, the text is Anonymous;
» Redirection: From the list, choose the application to which the anonymous user
must access after clicking the Anonymous:
« Home: The user accesses to the device homepage;
« Copy Application: The user accesses to the copy application;
e Scan Application: The user accesses to the scan feature;
« Fax application: The user accesses to the scan feature;

17
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Anonymous connection
Button label > Copy

Redirection

| Home
Copy application
Scan application k

| Fax application

Configure the Accounting section

» Device > Uses the prints accounting information from the device : tick this
box if you want accounting to be supported by the device instead of the Watchdoc
parser. This only applies to print jobs. Results are more reliable especially when the
job is not fully printed (canceled).

Accounting

Device Uses the prints accounting information from the device instead of from the Watchdoc parsers,

Configure the Quota section

* Enable: tick the box to enable the WES to manage print quotas.

Quota
Enable I%

@ If you tick the box, complete the configuration:
- by adding at least one quota;
- by applying the VMS and rates to the print queues associated with the
WES (see Configuring quotas article).

Configure the Pull-print section

In this section, you can change options about the Watchdoc® release application: sort
order of the document, tariff information and optional pages.

You can bypass this application by enabling the automatic release mode. When the user is
authenticated on the device, all its documents are released.

 Inactivity time out: Set the inactivity duration allowed before time out;

« Sort Order: Set the documents order on the device screen:

e Reverse chronological: More recent documents will top the list ;
« Chronological: Older documents will top the list.

* Release all documents at login: When the user logs on, Watchdoc releases all
user documents on the device where he logs on. In this case, the user cannot
access thelist of pending jobs to delete or print them.

« All documents are checked by default: tick the box to ensure that all pending
jobs are automatically ticked in the list of pending jobs when the user authenticates.

« Optional pages: Tick the box o enable user adding more pages previews:

« Enable Page Zoom: User can have a page by page preview (PCL 6 driver
required)
* Enable spool edition: User carn modify the initial printing criteria,;
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« Display Options: This section allows you to choose which pricing information will
be displayed to the user: either the price, either the cost, or none.
e Force the monetary display to 2 decimal digits: Tick the box to limit the
number of decimal digits displayed to the user in the tariff information.

Configure the Scan section

This section is used to configure the WEScan function. It can only be activated with a WES
V3.

» Display preferences- Use the last values chosen by users: allows the user to
be offered the most used scanning profiles (predefined settings), which offers atime
saving when scanning uses are often the same. Then specify whether the
classification should be done using:

» thetype of profile: (the most frequently chosen profile);

» thedate of use (profile chosen the last time it was used).

e Open default profile bar: provides an interface in which the user can choose
between all the scanning parameters, which is useful when the scanning uses are
very varied. Then specify whether you want to display the settings or the (pre-set)
profiles.

e thescan settings;

» thescan profiles (pre-configured).

» Allow users to switch display modes: tick this box to allow the user to
customize their interface by choosing their preferred display mode.

» Scan profiles: for each profile listed, you can check:

 activation: to make it active in the embedded interface;

 inheritance: to allow the user to create a new profile inheriting the parameters
of the existing profile. The user will then be free to modify one or more
parameters of the original profile;

« destinations : thedestination is the place where the scanned document is
sent. For each profile, you can activate, deactivate and define one or more
destinations by default:

* E-mail: Send the scan to the e-mail of arecipient entered in the
interface;

* My e-mail: send the scan to the user's email (always known if the user
has an AD account);

» Folder: send the scan to a predefined folder in the workspace
accessible to the user.

Scan
Display settings Use the last values chosen by users
Default profiles bar sorting order :

Open default profiles bar by default

Default display made :
Scan settings ¥

[ Allow users to switch display modes
Scan Profiles Name Activation Inheritance @

Colour standard Enabled Inheritance enabled Destinations

Black and white low resolution Enabled Inheritance enabled Destinations v
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Configure the Device section

This section is used to define the connection mode between the server and the print
devices.

Server Address type: The device needs to contact the Watchdoc® server when
the user tries to connect or wants to release his documents. You can specify the
Watchdoc® server address in three different ways: IP Address, DNS Address and
Custom Address;
Connection Mode: Enables you to enable or disable SSL for the communications
between the MFP and the server:
« Mixed: the application uses SSL for sensitive data (PUK code, login/mdp,
etc.)and not SSL for non-sensitive data;
* No SSL: Select this item if the WES does not ever use SSL to communicate
with the server.
Network: the two values can be used to set :
¢ connection timeout: the maximum waiting time for the connection between
the copier and Watchdoc during a request (server off or service stopped);
* request timeout: the waiting time for processing the request: retrieving
information about a user, sending and processing accounting requests.
Session Timeout (sec.): Kyocera MFP natively manage the automatic closing of
the user session after a time configured in its options. To facilitate configuration, it is
possible to specify this time in the form. The duration is taken into account when the
embedded application is installed or when its configuration is updated.
Please note that the countdown starts on the copier's home screen. Each
embedded application has its own countdown before closing and returning to the
home screen (30s for the Watchdoc application).
Device security: indicate the device administrator login and password which
Watchdoc needs to communicate with it during certain operations (automatic
installation, SOAP requests, etc.).

Device

Server address Server DNS name v

Connection mode :

Network B® Connection timeout (zec)

Request timeout (sec)

Session Timeout (s)

Configure the failover section

In this section, you configure the behaviour of the print devices in the event that the
Watchdoc server does not respond.

Ping delay: specify, in seconds, the frequency with which the device polls the

server to check its configuration and inform it that it is operating correctly;
Number of attempts: specify the number of connections the device should

attempt to the main server before switching to the standby server.
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- Offline mode: activate or deactivate offline mode® and complete the list by
indicating the authorised functions:

e Copy access: Tick this box to enable the user to copy;

« Scan access: Tick this box to enable the user to scan;

e Color access: Tick this box to enable the user to print in color;

« Fax access: Tick this box to enable the user to send documents by fax;

* Print access: Tick this box to enable the user to print documents.

« Device administration right: tick the box to authorize the user to access
device administration.

» Then check the functions provided by the backup server:

« Disable user authentication: tick this box if the rescue server does not
authenticate users. For each request, it returns the details of an anonymous
user with the rights defined for an anonymous user on the main server. The
work carried out is then recorded under the "anonymous" account;

« Disable accounting: If this is checked the accounting elements will be held
on the device until it reconnects to the primary server. This is useful if you wish
the accounting to be all sent to the same sever (if the databases are not
common for example)

« Disable pull print: With this option, the print on demand application will be
disabled. This is useful because if the backup server has no access to the jobs
of the user.

» Disable self-registration: With this option, the self-registration will not be
available on the backup server. This is useful if the cards database are not the
same for both servers.

Failover options
Ping interval 4 |120

Number of 2
attempts

Offline mode A lows authentication if no server responds
Offline mode [ Copy access
FiOREE Scan access
[ Colour access
Fax access
[ Print access
([ Device administration right

Multiserver D Enable multiserver management

options Server list (in priority order)

Kernel address (IP or DNS) HTTPs port (5753)  HTTP port (5754)
(® Add & server
Backup server opticns
Disable user authentication
Disable accounting
Disable pull print

Dizable salf-registration

® To set up asingle server configuration or Main server in the case of a multi-
server configuration:
1.tick the This server is the main server button;
2. Other servers: in amulti-server configuration, complete this parameter

10offr

DOXENSE 21

Print, breathe !



WATCHDO>C Installation and Initial Configuration Manual

KyoceraWES v3

Configure the Misc. section

» Log options - Destination: Specify where the application should collect the
information:
« file: Tick this box so that the information is saved in afile accessible by
Watchdoc;
 device: Tick this box so that the information is saved on the device;
« all: Check this box to have the information saved in a file accessible by
Watchdoc and on the device.
» Log options - Level: indicate the level of detail of the information recorded:
» debug: Option to keep track of WES malfunctions;
» verbose: Alldetailed traces left by the WES;
« info: Traces left by the WES;
« warning: Traces left by the WES when there is a default;
 error: Traces left when an error is detected at the WES.
« fatal: Traces of faults detected on the WES
e none: Notrace
» Ping timeout: specify, in seconds, the time after which the device should attempt
to reconnect to the server if it receives no response.

Misc.

g S ge explaining what the user should do, or what the fizlds are:

Ex: "Your PIM code should consist of € digits™ {leave blank for default)

@ Message explaining how the user can get help if needed:

Bxz "For any problem or question, please contact your administrator (dial 123)" (leave blank for default)

Configure the History section

This section displays information on the configured WES and on modifications madetoit :

History
GUID MM b5f482449-1£28-4117-8026-046dcfc298hbc
Version @ Edited 3 time(s), last modified 02/09/2019 at 17Th36
Owner @ This entry is managed by this server.
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Validate the profile

1. Click on the button @ to validate the WES profile configuration.
— Once validated, the WES profile can be applied to a print queue.
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Configure the WES on a print queue
Access the interface

1. Fromthe Main Menu of the Watchdoc administration interface, in the Production
section, click Print Queues, Queue Groups & Pools:

2. Forthis queue, click the Edit Queue Properties button Th atthe end of the line.

WATCHDOC DOXENSE
MASTER-PRINT > Main menu

MASTER-PRINTdoxense.local (10.10.3088) | v6.0.0.4715 | (%) Master (WATCHDOCOOM) ‘@‘ ‘®‘
513 - Celine Dauchy | 10.1.0.17 (Syshcmi) @ D

— This takes you to the print queues interface. In this queue, activate the Controlled
filter, then select the queue you want to configure:

Printing queues
List of the printing queues controlled by Watchdoc
55, Printing queves (3) P} 55, Queue groups (3)
Search Name, Model, Description, | O acements < Al ¥ Group < Allgroups ¥  Filter by /< All queues (3) ¥ roup by _ Groups ¥ Displayby @ Overview v 131
Name Type 1p Addr. 1h status Supplies Jobs WES Session
[E Network Queues 2)
£+ IMPRIMANTE HE W e=pa ? Indétermir - 11027178 ) [ =9
¥ PRTLEXSL1 w® W eEp ? Indétermir & Physical (2) waeza ) ®
o [ Virtual (0
[ universal Queues 1) = rtual (0)
B Universal (1
A Secure Printing @® Tan @ Racne @ universal (1)
A Personal (0)
2 Active (0)
44 Failed (0)

44 Supplies (1)
i VIP(0)

2. Forthis queue, click the Edit Queue Properties button Th atthe end of the line.
— You are taken to the Print Queue Properties interface in which several sections are
displayed. WES properties are managed in the WES section.
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Configure the WES onto the queue

» Activate embedded interface: tick the box to use a WES.

« Profile subsection: From the list, select the WES to configure. The list comprises
profiles created ahead of time in your instance of Watchdoc. If the desired profile is
not found there, you will need to configure it (refer to WES configuration profile).

« WES identifier subsection: Once you have ticked the box and selected the
profile, the ID of the WES field will fill itself with “SAUTOSERIALS$”. Keep it that way so
that the server will determine itself the serial number of the device and use it as the
WES ID. You can also input directly the serial number of the device in this field.

« Diagnosis subsection. It may be useful to activate WES trace logging, especially
to diagnose an anomaly. Use this subsection to specify settings relating to WES
trace log files:

« Enable logs: Tick the box if you would like to generate trace log files on
communications between Watchdoc® and the WES and to keep them on the
server.

» Log level:From the list, select the type of requests you wish to trace:

* Network trace: Communications between server and WES.

« All requests: Used to keep atrace of all of the requests (to APIs, to
RPCs).

* Requests to APIs and RPCs: Used to retain traces of requests to the
APl and the RPC requests sent,

* API Requests: Used to retain traces of the requests sent to the APIs,

* None: Not used.

» File locations: Use this field to enter the path to the folder where you wish to
save the trace files. If no path is specified, then by default, Watchdoc saves the
trace files to C:\Program Files\Doxense\Watchdoc\logs.

Although all options are possible, we recommend strongly to opt for the
activation of All Requests so that as much information as possible can be
View of the diagnosis. For the sake of performance, the traces must not Be
activated only for analytical and diagnostic purposes.

* Wes Settings subsection: Use this section to configure the connection settings
between the WES and Watchdoc in cases where the connection is a secure one, so
that you can override the device username, password and the type of connection
that is configured in the instance just for one queue:

« Use the default credentials: Tick this box to use the identifiers already
preset
when the WES was configured.

« Device Username: Use this field to enter the device administrator's account,

» Device Password: Use this field to enter the password assigned to the
device administrator.
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» Spool transformation: The Spool transformation function lets Watchdoc®
impose or propose to users changes to the initial print criteria to better match the
print policy implemented:

« Activate monochrome conversion: Tick the box to propose that a print job
requested in colour be changed into a one colour document

« Activate a change in the number of copies: Tick the box to propose that
the numberof copies of a print job can be changed,activer la conversion en
recto-verso;

» Activate conversion to two-side printing: Tick this box to propose that a
print job requested for one-side printing be printed on two-sides,

« Activate conversion to one-side printing: Tick the box to propose that a
print job requested for two-side printing be changed to one-side printing.

e Dump spool sub-section: Watchdoc enables spool dumping, especially to
analyse the printing activity;
» Enable spool dumping: tick the box if you want that the spools may be save

and set the tracing conditions;
» Trace level: inthe list, select the traces that you want to save (nhone, errors,

edited spools and all);
» Enable for:inthelist, select how long you want to enable spool tracing (an

hour, aday, aweek oramonth).

Validate the configuration

1. Click on @ to validate the WES configuration on the print queue.
2. After having configured the WES onto the queue, you must install it.

DOYXENSE 26

Print, breathe !



WATCHDO>C Installation and Initial Configuration Manual

KyoceraWES v3

WATCHDC>C

e = P S 208
i, fommass 1 W [ ] - L I ] Derinsan o e

e ol 1 LT - [P -,._.....-a—_-u-— b, 0 i i Wl
1 P M 0 41 W

) E&

DOYXENSE 21

Print, breathe !



WATCHDO»C Installation and Initial Configuration Manual

Kyocera WES v3

Install the WES onto the print queue

Presentation

Inthe Print Queue Properties interface, below the General Information section, the
WES Kyocera HyPAS section appears. This section contains several buttons:
» Access the device's WEB interface: shortcut to the device's internal
administration website;
« Configure: used to installthe WES on the print queue;
» Reset: enables Watchdoc to uninstall the WES on the device. Once the WES has
been uninstalled, the device must be restarted;
« Edit the settings: shortcut to the WES section in the printing queue properties.

Procedure

To install the WES automatically, click on the button Configure.

This installation takes place in several steps listed in the Status section.

= When the WES is correctly installed, the message Embedded application was
successfully configured is displayed.

Kyocera HyPAS

T WES Devices... | 0 Access the device's web interfacl.. || T4 Edit the settings...

Profile [2 Kyocera [ iyocer, w2, 22/07/2024 160
WES Licence ] A valid licence is attached to this device,
Status  Status of the embedded application

was
This action happened on 31/87 11:51
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WES - Customize the colors and
Images of a WES v3

Customize the buttons color

To change the color of the WES buttons :
1. intheinterface Configure a WES profile interface, section Properties, for the
Color parameter, enter the hexadecimal code corresponding to the coloour you
want to give to the interface buttons:

4/ Configure a WES profile

|
Y/ This form allows you to configure a WES configuration profile Xerox - EIP

Properties

Name E |Watchdoc Xerox V3 (WIZARD)

Global @ Replicate this profile on all slave servers

Language g,| Automatic detection V|

Usage | Device locked hd |

P N S

ATt
Colour @ - Colour of the buttons on the screen
Images e folder containing custom images. (Leave blank to use default images)

2. click on Validate to register the WES profile configuration ;
3. check that the new color is applied on the WES

Customize the images

To change the default images to your own images:

1. goto the server where Watchdoc® is installed;

2. inthe folder including the Watchdoc® installation files (C:\Program
Files\Doxense\Watchdoc\Images\Embedded\Doxense\, by default), choose the
folder of the device manufacturer and copy it;

3. gobackonelevelinthe folders tree, paste the folder you just have copied and
rename it clearly (for example: [MANUFACTURER] Custom)before customising it ;
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Home  share  View ~ 0
MHlpreviewpane g Extra laroe icons &) Largeicons -« I (@ [ tem cneck bores P
ﬁDetails pane EH Medium icons iﬁﬁ Small icons \ [i]' | Fila name extensions
Havigati E— _ ot llide selected  Opti
u;;%il,on ﬁ& List E:: Details 2 ;;, FEH D Hidden ilems I it!ef-ﬂcs ‘ p:ons
Panec Layout Current view Show/hide
@ - 4 |ﬁ = Doxense + Watchdoc b Images + Embedded v G‘ ‘ Search Embedded p |
il &
“ )
ﬁ' Favarites ™ Name Uate moditied lype Slze
B Necltnp | Dovense 13/03/20180042  Filefolder
le Downloads ﬁ Drivve 20320100942 Tilefolder
%2 Recent places L Logo 19/03/2018 11:33  File folder
ﬁ Mantlfadurel_Cmﬁ;m 28/03/201811:35 Filefolder
18 ThisPC =
\E Desktop
LE Documents

4. inthe customised manufacturer folder, replace each original image with your own
images, respecting the size of the original images (go to the images properties to
know the detailled sizes):

To make sure that the dimensions are respected, you can resize the custom images
by overlaying them on the default images:
1. openthe default image in animage editor (such as MS Paint);
2. overlay the custom image on the default image and size it by overlaying;
3. Savethe resized custom image with the name of the default image.
The number of images contained in the folder varies depending on the manufacturer and
functionality of the WES:

» large banner: image displayed on the authentication screen before choosing the
authentication mode (absent if the WES does not offer authentication);

« small_banner: image displayed on the authentication screen after the
authentication mode has been chosen (absent if the WES does not offer
authentication);

» logo_small:image displayed at the top of the print management interfaces;

» logo: image displayed on the WEScan home panel (220x25 pXx).

5. inthe WES profile interface, go to the WES Properties section;

6. Inthe Custom Image field, enter the path to the folder where your customised
images are saved (C:\Program Files\Doxense\Watchdoc\Images\Embedded\
[Manufacturer]_custom);
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WATCHDO>C
|ﬂ Configure a WES profile [Manufacturer]
This form allows you to configure a WES configuration profile [Manufacturer]

Properties

geniter |

Name Ab |l ’

Language ge| fr-FR / Francais (France) T |

Application version

Buttons’ colour @ [srroni= |

Custom images '3. : xdhDoxense\Manufactu rer to the folder containing custom images. (Leave blank to use default images)

7. click on Validate to save the WES profile configuration;
8. then verify onto the device screens that the WES is customised with your images.o
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