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Introduction

Purpose of the manual
This manual describes the procedure for installing WES v3 (Watchdoc Embedded

Solution) on 2l Lexmark’ geyices.

Intended audience

This manual is intended to be used by technicians responsible for installing the WES
on Watchdoc v6.x. Such technicians must have information on the print server, the
Watchdoc hosting server, as well as the properties of the device.

Symbols used

The terms followed by an asterisk * are defined in the glossary.

® Information: reports important information required to fine tune the
installation or configuration of the solution or information that may be
useful for a better understanding or knowledge of a notion or a function
of the tool, or provides a specific case of use of this tool.Contact
Doxense®

Doxense's technical assistance service is reserved for certified, technical partners and
can be contacted via Connect, customer portal dedicated to partners.

A

WATCHDO>C
Partner

For all other questions, please contact your Doxense® consultant or send us an email
at contact@doxense.com
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Versions

Update of the WES Profile configuration's device's section: add of the End-
06/2025 .
point parameter

09/2024 Update of the installation prerequisites and the installation procedure

0412020 Add ofthe "Custom rghts”secton nthe WES profle corfiguraionpart
02/2020 Update of the available devices list

062018 Upcateoftheavaliabledeviceslist.
02/2018 Update of the Lexmark available models list

092017 Rewadngandoorectons.
05/2017 Addition of the Authentication Method and Print Job Release Mode parts.

New graphical version, adding device prerequisites, adding
Organisational Requirements

02/2017
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Prerequisites and prior configuration

Configure ports

The network ports to open are the following:

e [port o |Targt

TCP80  HTTP

TCP443  HPPS Printing device

Watchdoc

Prerequisites

e Lexmark WES v2 is compatible with devices supporting eSF SDK v3.

« Lexmark WES v3 is compatible with devices supporting eSF SDK v4.X, 5.X or
6.X.

« The Lexmark device must be ready to accept embedded applications.

« To enable secure printing, models equipped with SDK 4.X must have a Lexmark-

supplied eSF license installed on the devices.
 Printing devices with screens smaller than 4.3 inches are not supported.

Prior configuration

Consult the compatibility list to check that your device is compatible with the WES.
The configuration of the Lexmark device is carried out automatically during the
installation of the WES. No manual intervention is required.
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Create and configure the WES profile
Create the WES profile

On a clean Watchdoc installation, a first WES profile is automatically created with
default parameters at the end of the wizard procedure, but you can, at any time, edit
existing profiles to modify them or create a new profile.

1. From the Main menu in the administration interface;
2. inthe Configuration section, click on Web, WES & Scan destinations:

WATCHDO>C DOXENSE
N 1000 e ©®

I3 ~ Super Administrator (sysdmin)

i Analysis
rinting queues, locations, queue groups & pools L Printing history
ist ontrolled by Watchdoc Printing history of all the printing queues
E\ Documents on hold Statistics
=] List of documents held in the queue Statistics of all the printing queues
‘h User quot: Reports
List of Prints made during a certain period
EF[| Archives Failures & Alerts

lolollo ments archived ¢ List of failures on queves and documents

@ Pricings Printers & devices
List of available pricings List of devices defined in the system

7] Filters [ | Web, WES & Scan destinations
List of available ftters 2] User interfaces ¥

"@ Quota Templates User directories
Management of the quota templates and management rules List of all defined user directories
m Roles & Services = Data sources
List of availabie roles and services S 7his forms allows you to configure a data source

‘a Authorisation access
control

3. inthe Web, WES & Scan Destinations - Client Interface Management
interface, click on Create a new WES profile;
4. in the list, select the profile you want to create:

=>» you will access the Create a WES profile form, which contains a number of
sections in which you can configure your WES.
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Configure the Lexmark WES profile

Properties section

Use this section to state the main WES properties:

Identifier: Enter the single identifier for the WES profile. It can comprise letters,
numbers and the ' ' character with a maximum of 64 characters. This identifier is
only displayed in the administration interfaces.

Name: Enter the WES profile name. This explicit name is only displayed in the
administration interfaces.

Global: In the case of a domain configuration (master/slaves), tick this box to
replicate this profile on the slave servers.

Language: Select the WES display language configured from the list. If you
select Automatic detection, the WES adopts the language it finds by default in
the device configuration.

Version: Select the version of WES. For v3, you can customise the interface by
choosing the colour of the buttons and images to match your graphic identity see
Customize the WES:

Colour: enter the Hexadecimal color value corresponding to the WES button's
colour. By default, the buttons are Watchdoc orange customized (#FF901).
Once the value is entered, the colour is displayed in the field.

» Images: if you want to customize the WES images, enter the folder path in
which are recorded images you want to display instead of the default
images (stored in C:\Program
Files\Doxense\Watchdoc\Images\Embedded\Doxense\[Manufacturer_
Name] by default).

Keyboard authentication mode section

Keyboard authentication: tick the box (at the section level) to enable user
authentication from a physical keyboard or the touch screen one, then set out
how this authentication works:

« Allow PUK' Code authentication: the PUK code is automatically
generated by Watchdoc according to the parameters defined in the
directory and communicated to the user on the "My account" page.

« Allow Login and PIN Code authentication:consisting of 4 or 5
digits, the user PIN code (1234, for example) is registered as
anLDAP attribute orin a CSV file. It is associated to the user login
(available with the Watchdoc 5.1 version).

1(Print User Key). In Watchdoc, this is a code associated with a user account to allow
the user to authenticate in a WES. The PUK code is generated thanks to an algorithm.
The user can consult it in the "My account" page of Watchdoc. For security reasons,
we advise against using the PUK code and recommend using a login (user
account)/PIN code.

DOXENSE
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» Login and password authentication: users will use their LDAP
credentials. We do not recommend using this mode.

» Directory: From the list, select the directory to query during keyboard
authentication. If no directory is set, Watchdoc will query the default directory.

Authentication

Keyboard authentication
Directory Allow PUK code authentication

[ allow login and PIN code authentication

[ allow login and password authentication

= | META / META ~

We do not recommend authentication by login and password. Never-
theless, if you opt for this mode, make sure that the device's screen and
keyboard are configured in the user's language and that they allow all
characters to be entered, even diacritics (accents, cedilla, tilde).

Card authentication section

Card authentication: tick the box (at the section level) to enable user authentication
from a card, then set out how this authentication works:
« Directory:From the list, select the directory to query during cards authentication.
If no directory is set, Watchdoc will query the default directory.
- Self registration : If you enable the self-registration’ from the WES, state how
the user assigns their card to their account:

« with PUK code: the embedded solution will ask the user for its PUK code.
If the PUK code is correct, Watchdoc® stores the card number with the
user's login in its database;

« with login and PIN code: the embedded solution will ask the user for his
login and his PIN cpde.

« with login and password: the embedded solution will ask the user for his
login and his password. If the data keyed in are correct, Watchdoc® stores
the card number with the user's login in its database.

« Notify the user on self-registration: check this box to send a notification
to the user when his badge has been enrolled.

« Display timeout:Specify the time, in seconds, during which the auto-enrolment
interface is displayed before returning to the authentication page.

1An action in which a user account is associated with its own card code. Registration is
carried out the first time a card is used. The registration can be carried out by the IT
manager when he issues the card to a user or by the user himself who enters his
identifier (PIN code, PUK code or username and password) which is then associated
with his card code. Once the registration is completed, the card code is permanently
associated with its owner.
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Card authentication

Directory 5[ auTO v
Domain used to map the Card ID to the user account

Self Registration & Authorise new users to register their card on the terminal:
With PUK cade
With lagin and PIN code
Cwith login and password
O Motify the user on self-registration
Format Ab

Display timeout 30| (s) Timeout before switching back to login page on selfreg page.

® Specificity of the Format parameter: typically, when the code PUK is sto-
red in an attribute of the LDAP directory, it is encoded for security rea-
sons. Obtaining the code corresponding to that of the badge therefore
requires a transformation of the format read by the badge reader. If you
have a problem setting this parameter, contact Doxense Support.

Anonymous section

Tick this section to activate the Anonymous connection in order to allow an
unauthenticated user to access to the device by clicking a button.
It is possible to restrict the features that the anonymous user can access by applying a
privilege policy to the queue, group, or server, and using the Anonymous User filter.
- Button Label:Enter in this field the label displayed on the access button to the
device features. By default, the text is Anonymous;
« Redirection: From the list, choose the application to which the anonymous user
must access after clicking the Anonymous:
« Home: The user accesses to the device homepage;
e Copy Application: The user accesses to the copy application;
« Scan Application: The user accesses to the scan feature;
« Fax application: The user accesses to the scan feature;

Anonymous connection
Button label > Copy

Redirection Home hd

| Home
Copy application
Scan application k
Fax application

Accounting section

In this section, specify whether you want the accounting to be performed by the device
itself or from the Watchdoc parser.
» Device > Uses the prints accounting information from the device : tick this box if
you want accounting to be supported by the device instead of the Watchdoc parser. This

only applies to print jobs. Results are more reliable especially when the job is not fully
printed (canceled).
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Accounting

Device Uses the prints accounting infermation from the device instead of from the Watchdac parsers.

Pull-print section

In this section, you can change options about the Watchdoc® release application: sort
order of the document, tariff information and optional pages.

You can bypass this application by enabling the automatic release mode. When the
user is authenticated on the device, all its documents are released.

Inactivity time out:
Sort Order: Set the documents order on the device screen:

* Reverse chronological: More recent documents will top the list ;

« Chronological: Older documents will top the list.

Redirection:if the user has no print jobs waiting, specify the behaviour of the
WES:

« Smart: the WES displays the default home interface;

« Home: the WES goes directly to the home page;

« Waiting jobs: the WES displays the list of pending documents even if

there are none.

« Copy application: the device's copy interface is displayed;

Release all documents at login: When the user logs on, Watchdoc releases all
user documents on the device where he logs on. In this case, the user cannot
access the list of pending jobs to delete or print them.

All documents are checked by default: tick the box to ensure that all pending
jobs are automatically ticked in the list of pending jobs when the user
authenticates.

Optional pages: Tick the box o enable user adding more pages previews:

- Enable Page Zoom: User can have a page by page preview (PCL 6 driver

required)

« Enable spool edition: User carn modify the initial printing criteria;
Display Options: from the list, select the pricing information displayed to the
user via the WES: none, the price or the cost of their printouts.

« Force the monetary display to 2 decimal digits: Tick the box to limit the

number of decimal digits displayed to the user in the tariff information.

Pull print

Inactivity time out %[ 30|sec

This delay is added to the session duration defined below

Sort order % |By(hmno|ogical order ("FIFO7) bl
Redirection —
[J) Release all documents at lagin
All documents are checked by default
Optional pages Enable Page Zoom
Enable spool edition

Devices can handle colour documents {even if the device is mono)

(D) Devices can handle large format documents (even if the device only supports small formats)
Display Options

[ Force the monetary display to 2 decimal digits

Manetary information presented to the user
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Scan section

This section is used to configure the WEScan function. It can only be activated with a
WES V3.

« Display settings - Use the last values chosen by users: allows the user to
be offered the most used scanning profiles (predefined settings), which offers a
time saving when scanning uses are often the same. Then specify whether the
classification should be done using:

« the type of profile: (the most frequently chosen profile);

« the date of use (profile chosen the last time it was used).

« Open default profile bar: provides an interface in which the user can choose
between all the scanning parameters, which is useful when the scanning uses
are very varied. Then specify whether you want to display the settings or the
(pre-set) profiles.

» the scan settings ;

 the scan profiles (pre-configured).

« Allow users to switch display modes: tick this box to allow the user to
customize their interface by choosing their preferred display mode.

« Scan profiles: for each profile listed, you can check:

« activation: to make it active in the embedded interface;

« inheritance: to allow the user to create a new profile inheriting the
parameters of the existing profile. The user will then be free to modify one
or more parameters of the original profile;

« Post processing: if a post-scan treatment has been configured (see Post-
scan processor), select it from the list ;

« destinations : the destination is the place where the scanned document
is sent. For each profile, you can activate, deactivate and define one or
more destinations by default:

« E-mail: Send the scan to the e-mail of a recipient entered in the
interface;

« My e-mail: send the scan to the user's email (always known if the
user has an AD account);

« Folder: send the scan to a predefined folder in the workspace
accessible to the user.

Scan
Display settings Use the last values chosen by users

Default profiles bar sorting order :

Open default profiles bar by default
Default display mode :

() Allow users ta switch display modes

Scan Profiles Name Activation Inheritance ® Post processing

Colour standard Enabled Inheritance enabled Destinations s

Colour low

4 Enabled 7 Inheritance enabled
resolution @ a

Destinations v

Black and white

Enabled Inheritance enabled
low resolution

Destinations v

Photo HD Enabled Inheritance enabled Destinations s

Paper standard

HD Enabled Inheritance enabled

Destinations s
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Device section

This section is used to define the connection mode between the server and the print
devices.

« Session Timeout: Lexmark devices natively manage the automatic closing of
the user session after a time configured in its options. To facilitate configuration,
it is possible to specify this time in the form. The duration is taken into account
when the embedded application is installed or when its configuration is updated.

« Server Address type: The device needs to contact the Watchdoc server when
the user tries to connect or wants to release his documents. You can specify the
Watchdoc server address in three different ways: IP Address, DNS Address and
Custom Address ;

« Connection mode: Enables you to enable or disable SSL for the
communications between the MFP and the server:

« Mixed: the application uses SSL for sensitive data (PUK code, login/mdp,
etc.) and not SSL for non-sensitive data;

« SSL Only: select this item if the WES must use SSL to communicate with
the server.

* No SSL: Select this item if the WES does not ever use SSL to
communicate with the server.

« Secure endpoint: if you have selected an SSL or Mixed connection mode, since
v. 6.1.0.5262 you can specify whether you wish to use:

« the custom access point (previously configured in the DSP section (see
Configuring the Web Server):
« the Watchdoc server's default port 5753 ;

« Device security: enter the administrator login and password required to access
the device.

« TLS/SSL: tick the following box if you want to secure the device access.

- Device
Session Timeout 300/ sec

Server address Server IP Address ¥

Connection mode :
[sSLonly » |

Secure endpoint B @ Use default endpoint
O _defaultSecure -http-server- (5753)
Configure endpoints
Device security Login
Password
TLS/SSL Use a secured connection with the device

Activating SSL may cause slowness or alerts in the event of unre-
cognised certificates. When SSL is deactivated, it is recommended not
to use authentication or badge enrolment by account and password.

Failover options section

In this section, you configure the behaviour of the print devices in the event that the
Watchdoc server does not respond.

DOXENSE 14
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« Ping interval: specify, in seconds, the frequency with which the device polls the
server to check its configuration and inform it that it is operating correctly;

* Number of attempts: specify the number of connections the device should
attempt to the main server before switching to the standby server.

- Offline mode: activate or deactivate offline mode' and complete the list by
indicating the authorised functions if the server is off:

« Copy access: Tick this box to enable the user to copy;

« Scan access: Tick this box to enable the user to scan;

« Colour access: Tick this box to enable the user to print in color;

« Fax access: Tick this box to enable the user to send documents by fax;

» Print access: Tick this box to enable the user to print documents.

« Multiserver options - Enable multiserver management: tick this box to relay
requests to a backup server in the event of failure of the server with which the
WES is associated, then enter the information required to access it in the Server
list (in priority order): backup server address; https port; http port.

Then check the functions provided by the backup server options:

» Disable user authentication: tick this box if the rescue server does not
authenticate users. For each request, it returns the details of an
anonymous user with the rights defined for an anonymous user on the
main server. The work carried out is then recorded under the "anonymous"
account;

« Disable accounting: If this is checked the accounting elements will be
held on the device until it reconnects to the primary server. This is useful if
you wish the accounting to be all sent to the same sever (if the databases
are not common for example)

« Disable pull print: With this option, the print on demand application will be
disabled. This is useful because if the backup server has no access to the
jobs of the user.

- Disable self-registration: With this option, the self-registration will not be
available on the backup server. This is useful if the cards database are not
the same for both servers.

TMode enabling the print device to operate in a degraded manner in the event of the
print servers (main and backup) failing. In offline mode, printing is impossible, but the
device's other functions can be offered: photocopying, faxing and scanning. If offline
mode is disabled, in the event of a server failure, all device functions are blocked until
the server is repaired. This mode is configured in the WES profile applied to the
device.
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Failover options
Ping interval 4120

Number of 2
attempts

Offline mode -’l. ows authentication if no server responds
Offline mode Copy access
rights : Scan access

() colour access

[ Fax access

|_| Print access

Multiserver [_| Enable multiserver management

options Server list (in priority order)

Kernel address (IP or HTTPs port HTTP port
DNS) (5753) (5754)

@ Add a server

Backup server options
Disable user authentication
Disable accounting
Disable pull print

Disable self-registration

Miscellaneous section

In this section, you configure the behaviour of print devices in the event that the
Watchdoc server does not respond.
» Log Options - Destination: specify where the application should collect the
information it records in the log files:
« file: tick this box to save the information in a file accessible by Watchdoc;
 device: tick this box to save the information on the device;
« all: tick this box to save the information in a file accessible by Watchdoc
and on the device.
» Log options - Level: specify the level of detail of the WES information
recorded:
 profile: select this option to keep the traces left in the event of the
WES profile ;
« debug: select this option to keep the traces left in the event of a WES
malfunction;
« verbose: select this option to keep all traces of the WES;
« info: select this option to keep only a minimum of information about
how wes works;
« warning: select this to keep all traces left by the WES in the event of
an alert;
« error: select this to keep a record of any error detected by the WES;
« fatal: select this to keep a record of all blocking WES malfunctions.
« CA Certificate: Enter the path to the certificate (signed by a Certificate
Authority) specifically for Lexmark printing devices, or leave blank if the
certificate is self-signed,;
« Custom applications: tick this box if you wish to install specific applications on
the WES, then specify their name and the path to the application file (specific
badge reader driver, for example).
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» Use an OEM code: tick the box and enter the OEM code used for the Lexmark
device in the field.

- Misc.
Log options Destination
CA certificate Leave empty if the web server's certificate is self-signed
Custom [ Install custom applications
applications Name of the application Path to the application file
@ Add afile
Use an OEM code [ ] CEM code

Custom rights section

In this section, tick the boxes corresponding to the rights to be granted to users
connected to the WES :

Custom rights
Grant or deny the following rights to the connected users
Cancel jobs
Change the device's language
Search in the address book
Use profiles
[ Create bookmarks
(O Create profiles
O Manage the address book
[ Access the netwark menu
() Access the optional card menu
Access the paper menu
Access the print settings menu
Access the reports menu
[ Access the "SE" menu
[ Access the security menu
Access the supplies menu
Other rights Management of the specific apps access rights

Description Name
@ Add

Validate the profile

1. Click on the © button to validate the WES profile configuration.
— Once validated, the WES profile can be applied to a print queue.
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Configure the WES onto the queue

Access the interface

1. From the Main Menu of the Watchdoc administration interface, in the
Production section, click Print Queues, Queue Groups & Pools:

WATCHDO>C DOXENSE
DOC-CDA-V6-MAS > Mai
Doc-CDA-V6. e men“(m. ) | v6.1.0.4862 | (@) Master (IMPRESSION 1) : :
Ef3 ~ Super Administratc sAdmin)

>
z
g
S

Roles
Listota
©= Authol
Manage

=>» This takes you to the print queues interface. In this queue, activate the Controlled
filter, then select the queue you want to configure:

Printing queues
List of the printing queues controlled by Watchdoc
55, Printing queues 3 =2 555, Queue groups (3)
Search Name, Model, Description, I Oy 2 Al Group < Allgroups v  Filter by~ All queves (3) v \Groupby [E} Groups v Displayby @ Overview v 441
Name Type = All queues (3) 1P Addr. 1h status Supplies Jobs 'WES Session
[E Network Queues ) (&) Controled (3
7+ IMPRIMANTE, HE B ea=pP& ? Indétermir = 100277 1% =
& PRT LEXSLT u® W eHERF 2 ingétermir 38 PVl ge1p.2.32 ) ®
- ) Virtual (0
[E universal Queues m ©
. . Universal (1)
3¢ Secure Printing @® [|ay P racine
'4‘; Personal (0)
/2 Active (0)
41 Failed (0)

A4 Supplies (1)

S VIP(0)

2. Forthis queue, click the Edit Queue Properties button Ti at the end of the
line.

=> You are taken to the Print Queue Properties interface in which several sections
are displayed. WES properties are managed in the WES section.

Configure the print queue mode

In the Print Queue Properties interface, General Information section, select the
operating mode for the queue:
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« Mode: select Validation to have users validate queued jobs so that they are
actually printed. If the queue belongs to a group configured in Validation mode,
you can also select Like Group.

Configure the WES onto the queue

In the Printing Queue Properties interface, click on WES to access the dedicated
section.

» Device - Activate embedded interface: tick the box to use a WES.

» Profile subsection: From the list, select the WES to configure. The list
comprises profiles created ahead of time in your instance of Watchdoc. If the
desired profile is not found there, you will need to configure it (see Configure a
WES article).

« WES identifier subsection: Once you have ticked the box and selected the
profile, the ID of the WES field will fill itself with “SAUTOSERIALS$”. Keep it that
way so that the server will determine itself the serial number of the device and
use itas the WES ID. You can also input directly the serial number of the device
in this field.

« Diagnosis subsection: It may be useful to activate WES trace logging,
especially to diagnose an anomaly. Use this subsection to specify settings
relating to WES trace log files:

« Log level:From the list, select the type of requests you wish to trace:
« Network trace: Communications between server and WES.
« All requests: Used to keep a trace of all of the requests (to APlIs, to
RPCs).
Although all options are possible, we recommend strongly to opt for
the activation of All Requests so that as much information as
possible can be View of the diagnosis. For the sake of performance,
the traces must not Be activated only for analytical and diagnostic
purposes.
* Requests to APIs and RPCs: Used to retain traces of requests to
the APl and the RPC requests sent,
« API Requests: Used to retain traces of the requests sent to the
APIs,
* None: Not used.
 File locations: Use this field to enter the path to the folder where you wish
to save the trace files. If no path is specified, then by default, Watchdoc
saves the trace files to C:\Program Files\Doxense\Watchdoc\logs.

« WES settings: Use this section to configure the connection settings between
the WES and Watchdoc in cases where the connection is a secure one, so that
you can override the device username, password and the type of connection that
is configured in the instance just for one queue:

« TLS/SSL: Tick this box if the connection is secured using this protocol and
fill-in the following fields;

» Device Username: Use this field to enter the device administrator's
account;
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» Device Password: Use this field to enter the password assigned to the
device administrator;

» Device can handle colour documents: Tick this box if the if the print
device can print in colour;

« Device can handle large format documents: Tick this box if the print
device offers large format printing.

* Log options - Replace profile's log level: if the WES trace files on this queue
are different from the trace files configured on the WES, specify the parameters
below:

» Destination: Specify where the application should collect the information:
« file: Tick this box so that the information is saved in a file accessible
by Watchdoc;
 device: Tick this box so that the information is saved on the device;
« all : Check this box to have the information saved in a file accessible
by Watchdoc and on the device.
« Level: indicate the level of detail of the information recorded:
 profile:level defined in the WES profile;
« debug: Option to keep track of WES malfunctions;
« verbose: All detailed traces left by the WES;
« info: Traces left by the WES;
« warning: Traces left by the WES when there is a default;
« error: Traces left when an error is detected at the WES;
« fatal: Traces of faults detected on the WES;
« none: No trace.

Diagnosis [ WES specific logs
Log level
Files location
WES settings @ Only change these settings if they differ from the profile!
O TussssL Use a secured connaction with the device
[ Device Username

Log options [ Replace profile’s log level
Destination

Validate the configuration

1. Click on © to validate the WES configuration on the print queue.
2. After having configured the WES onto the queue, you must install it.

® After modifying a WES profile already installed on a print queue, itis
necessary to restart the queue so that it takes account of the profile
modifications. To restart a queue, click on the "pause" and then "start"
buttons in the queue list.
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Install the WES on a queue

Presentation of the WES section

Once the WES profile has been activated on the queue, the Lexmark ESF section
appears in the Queue Properties interface. This section contains several buttons:
« WES devices: Gives access to a page summarising all the WES configured on
the server;
» Access the device's web interface: Shortcut to the device's internal
administration website;
« Status of the application: Gives access to the WES status on the queue;
« Configure: Once the WES has been installed, information can be sent to the
Java® application. Configuration requires the server address.
» Reset: Enables to reset the settings;
« Uninstall: Enables Watchdoc to uninstall the WES on the device. Once the
WES has been uninstalled, the device must be restarted;
« Install: Allows Watchdoc to install the WES on the device (may take 30 sec.), as
well as the Elatec cards reader module;
» Edit the settings: Enables Watchdoc to edit the embedded interface (WES) set-
tings.

Procedure

1. Inthe section Lexmark eSF, click ont the Install button to complete the
installation of the application:

Lexmark ESF

| WES Devices...

 Successfully pushed WebAppxml to device

 : Successfully pushed keyboardreader.fls to device
30LexAuthSDK4 : Successfully pushed Wes30LexAuthSDK4 to device
urity-config : Successfully pushed security config

Other options [ Cownload embedded application’s logs:
& Download...

There are several stages in the installation process, which are listed in the Installation
report.
= When all the dots in the installation report are green, this means that the installation
has gone well and the WES is ready to use :
2. click on the button Configure to send the server address to the WES, enabling
communication between the two.
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Other settings

Other buttons can be found in the installation section:
« Resources Delete: enables to delete the selected Java® resource:

« language pack:
e Logs: Java® application logs files;
- Configuration: delete Java®'s application configuration (that is then reset
to zero);
« Accounting: account for current items not yet sent to the device;
« All: all Java®'s information.
« Other options - download logs: the logs of a JAVA-based device can be
downloaded directly from the WEB interface. Click on the Download button.
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Troubleshoot the WES

General troubleshooting rules

In order to enable the Doxense Support team to establish a fast and reliable default
diagnosis, please communicate as much information as possible during the
declaration of the inciden

« What? What procedure can be used to reproduce the incident?

« When? What date and time did the incident occur?

« Where? On which printer did the incident occur?

« Who? On which user account did the incident occur?

« Watchdoc.log: thank you for providing the Watchdoc.log file;a

« config.xml file: thank you for providing the Watchdoc.log file;

» server/device communication logs: please activate the trace files on each file.

Once this information has been gathered, you can send a resolution request from the
Connect portal, the incident management tool dedicated to partners.

To obtain the best possible record of the data required for diagnosis, use the
Watchdoc DiagTool® supplied with the Watchdoc installation program (cf. Creating a
log report with DiagTool).

Scan, fax and photocopying are not in Watchdoc

If the scan, fax and photocopy jobs are not counted by Watchdoc, verify that the
address (host name or IP) of the Watchdoc server configured in the device is correct:
1. lin the configuration interface of the queue, in the WES section, click on the
button Application status (displayed when the WES is properly installed);
2. Click the Download button to download the log files and WES configuration;
3. Inthe downloaded .zip file, open the Config.json file using a text editor and check
the information corresponding to the address of the server (Address) and ports;
4. If the configuration of the address and / or ports is not correct, click on the
Configure button on the queue configuration interface.
5. Verify that the procedure has resolved the problem.

Lexmark eSF - WES -Access control management
July 2021 5.2

Context

It occurs that the Lexmark WES installation fails, and the following error message is
displayed :

Push Configuration : WES Java request to 10.10..20.15 failed
with status 401 Unauthorized
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Lexmark eSF

T Périphériques WES...
@ Etatde rapplication... || %} Configurer.. | ¢ Réinitialiser...

Profil |} WES Lexmark (WIZARD) [ vzdiesmarky |
Licence WES @ Une licence valide est attachée a ce périphérique.

Rapport @ Push Configuration : WES Java request to failed with status 401 Unauthorized
d'installation
Cette action 2 au lieu ke 22/07 1624
Ressources Sélectionnez la ressource que vous souhaitez supprimer
| Sélectionnez une ressource v | i/ Supprimer...
Autres options Télécharger les logs de I'application embarquée:
L= Télécharger...

This error occurs when the Embedded Web Server access right is not enabled on the
Lexmark print device.

By default, this right is enabled when Watchdoc is installed, but it may have been
changed. It should be re-enabled.

Resolution

1. Access the Lexmark eSF device administration interface as an administrator
2. Onthe Settings menu, click Security

——
Etat : Sleep
Messages : E-mail SMTP server not set up. Contact system administrator. [72.01]
I - |
& Paraméires
Sélect. option Paramétres
Eut
Parameétres
Périphérique
Impression -
Papier S ‘ @
Copie %A
Télécopie
E-mail Copie Périphérique E-mail Télécopie Lecteur USB
FTP

Lecteur USB

AU g E E
Carnet d'adresses

Raccourcis FTP Réseau/Parts Papier Impression Rapports
Signets

Applications

Plan du site ﬁ

Sécurité

3. Onthe Security menu, click Manage Authorisation, then Access rights.
4. On Access rights, click on Devices management.
5. Tick the box Embedded Web Server Access rights
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M Lexmark  Embedded Web Server @langue - Bienvenue admin2 | Décon.

Lexmark CX725
Adresse IP : 10.10.20.15

Nom du contact :
Emplacement périphérique :

Etat : Sleep
Messages : E-mail SMTP server not set up. Contact system administrator. [72.01]
|:| Importer la configuration
[sraméres > Sacurté = Gérer autonisations
Sélect. option Gérer autorisations
Etat Controles d'accés
Paramétres
Périphérique (=] ] Accés aux fonctions
gnp(essmn [F Acoéder au camet d'adresses dans des applications
CZ':IZr [] Modifier le camet d'adresses
Télécopie
E-mail
FTP
Lecteur USB
Réseau/Ports

Seécurite

Rapports
Carnet d‘a_dresses [ Impression copie couleur
Raccourcis [ Détourage des couleurs
Signets [[] Fonciion de courrier &lectronique
Applications

[] Fonction de fax

Plan du site [0 Fonction FTP
] Imprimer les télécopies regues

[# []Menus administrateur
(=] /] Gestion des périph
[[] Gestion  distance
[] Mises a jour du microcode:
[ Configuration des applications
[ Vemouillage du panneau de commandes
] Accés 3 Embedded Web Server
[ Importer / Exporter fous les paramétres
[] Effacement de fin d'utilisation

[#] V] Applications

6. save the setting of your access control.
— Reinstall the Lexmark WES and check that installation is going well.

Card Reader application installation failure
2017 - Watchdoc v5.x.

Context
During the Lexmark WES automatic installation, an error message alerts that the Card
Reader installation failed.

Cause
This problem occurs because the Lexmark keyboardreader.fls application is not up
to date in the Watchdoc setup Redist directory.

Resolution

To solve this issue, you can:
1. either contact the Doxense Support Team to have a updated Watchdoc setup;
2. orreinstall the latest Watchdoc minor available version.
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WES v3 Lexmark on SDK 4 models - Impossible to
install

2021 - Watchdoc v5.x.

Context
When installing WES V.3 on Lexmark devices with SDK 4, the automatic deployment

of WES fails.

Cause
This problem is due to a missing certificate on the device.

Resolution
To resolve this issue, a cSF license must be installed on the SDK 4.x device(s) on

which installation is not possible.
Contact Lexmark Support as they are the only ones who can provide this license.

WES cannot be installed after printing devices have
been updated with firmware 081.234

Context
You have a fleet of Lexmark printing devices already installed in an environment

controlled by Watchdoc.

The Lexmark devices have been updated with the new firmware (081.234, released in
December 2023). Since this update, on the device screen, the message "Contact
system administrator" is displayed and the user can no longer access Watchdoc :

Contacter administrateur

systéme

0K
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Cause
The new firmware made available by Lexmark requires a certificate with the extension
CA=TRUE which means that it is marked as a Certification Authority (CA).

Resolution

To solve this problem, there is a workaround, described below. We provide it as a
quick fix if you do not have an authenticated certificate, but please note that it is neither
permanent nor regular. In addition, it requires WES to be reinstalled on all Lexmark
printing devices in the fleet, whether or not they were affected by the problem. Once
this procedure has been completed, it will not be necessary to reinstall the WES on the
devices.

To apply the workaround, it's necessary to update Watchdoc in 6.0.0.4856 version
and to use the WCM tool.

Delete the previous certificate

1. Stop the Watchdoc service.

2. Start a Windows command prompt in administrator mode, then access the wcm
tool:
Cd C:\Program Files\Doxense\Watchdoc
C:\Program FilesDoxense\Watchdoc>wcm
WCM displays information indicating that the http-server certificate is self-
signed:

latchdoc>u
Watchdoc Certificate -y
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4. Enter y to confirm the deletion.
5. Then enter save to save the deletion:

Y
Certificate 'http-server’ has been removed.

Configuration has been changed! Don't forget to 'save' or 'reload’

=> A message confirms that the changes have been taken into account.

Create a new certificate

1. Enter create to create a new certificate.

2. Press Enter after each line to confirm the information.

3. Forthe More IP or DNS line, add the IP, DNS or FQDN addresses of all the
servers affected by the change, separated by a semicolon.

4. WCM indicates that the certificate is a CA: by clicking on Enter to approve, you
agree to install a certificate that is declared to be a CA, but which is not. If you do
not accept this condition, consult the regular procedure for obtaining and
installing a real CA certificate.

5. Entery to confirm creation:

SHA256

llowing parameters:

6. Once the keys have been generated, enter save to save the changes.
7. Exit WCM.

Reinstall the Lexmark WES
1. Restart Watchdoc's service.
2. Reinstall the WES on all Lexmark print devices (concerned, or not, by the

previous problem).

Other solution

To resolve the problem permanently and regularly, we recommend that you gain a CA-
signed certificate from your DC for web sites and follow the procedure to install it for
Watchdoc, WSC and the Watchdoc users portal (cf. WCM - Sign a certificate).
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Unable to use WEScan Scan to folder and Scan to
mail - 900.70 firmware error

Context

On Watchdoc v5.5, after authentication on the WES, the user launches the WEScan
application. When they launch Scan to folder or Scan to mail (scan to folder or scan
and mail), the following error message is displayed: "Firmware Error [900.70]. JVM exit
status 1: General Failure /usr/share/javal/jre/bin/java:928 IP Address: [ip_address].
Logging crash... Do not power off.

The printing device then reboots. After several attempts, the device no longer restarts
automatically: it must be restarted manually.

Cause
The problem is linked to an instability in the firmware.

Resolution
The Lexmark firmware on the printing device must be updated.

Register manually Watchdoc ScanCare on a
Lexmark device

june 2022

Context
Sometimes the automatic installation of Watchdoc ScanCare on a Lexmark device
fails. In this case, it is necessary to install manually.

Prerequisites
To manually register Watchdoc ScanCare on a Lexmark device, the following
conditions must be met:
e The device is already declared in Watchdoc ScanCare Device Management
(see Automatically registering Watchdoc ScanCare to a device).
» Alicense has been assigned to the device in the Watchdoc ScanCare setup
program.

Preliminary

Before manually installing Watchdoc ScanCare, make sure that Use Profiles is set to
the No Security setting:

1. Access the Lexmark device's administration web interface (by entering its IP
address in a web browser);
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2. On the Lexmark device administration page, click the Settings menu entry:

M Lexmark

Lexmark CX510de

Address:

Contact Name:
Location: Labo Doxense

Device Status

Device Status - gefrecn

More Details

Cartridge Status:
Cyan Cartridge

Magenta Cartridge

Yellow Cartridge

Black Cartridge

[ | I

Paper Input Tray: Status: Capacity: Size: Type

Tray 1 Low 250 A4 Plain Paper
Paper Output Bin: Status: Capacity:

Standard Bin ok | 150

Device Type: Color Laser

Speed: Up to 32 Pages/Minute

3. Go to Other Settings and click Security:

M Lexmark

Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

Settings

Settings

Default Settings
General Settings
Bookmark Setup
Copy Settings

Fax Settings
E-maillFTP Settings
Print Settings
Paper Menu

Other Settings

Network/Ports

Update Firmware

E-mail Alert Setup

Manage Shortcuts

Intervention Management
Import/Export

Apps

Configuration Files

Remote Operator Panel Settings

4. On the Security section, click Security Setup:
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Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

M Lexmark

Settings
Security

Miscellaneous Security Settings
Settings Schedule USB Devices
Confidential Print Setup
Set Date and Time
Certificate Management
Restore Factory Defaults
Security Audit Log
802.1x

TCP/IP Port Access
IPSec

SNMP

View Security Summary

5. Go to the section Advanced Security Setup, click Acces Controls:

. Lexmark CX510de
M Lexmark Address:
Contact Name:
Location: Labo Doxense
Refresh

Security Setup

Basic Security Setup

Use the Basic Security Setup to limit access to the configuratien menus via the operator panel and the embedded web server.

Applying this setup may ap
Settings -
SS9 authentiation Type

Apply Basic Security Setup

Advanced Security Setup Additional Security Setup Options
Step 1: Configure a Security Building Biock: The Backup Paaswnr_d provides access to the Security h_llen_u_s
"Building Blocks" are the various methods for getting user credentials. ) of the assigned p method or the availabil

of that method (such as an LDAP server or a network being

PIN LDAP Kerberos 5 down)
Password LDAP+GSSAPI Active Directory
Internal Accounts Backup Password
Step 2: Set up a Security Template. Guided Security Setup

‘Security Templates are used to restrict access, and are made from 1 or more Building Blocks.

Step 3: Apply your Security Tempiate to one or morg Access Controls.

Choose from available Security Templates to control access to specific functions or menus, or
to disable functions entirely.

View Security Summary
Return to Security

6. Expand the folder Function Access. Go to the drop-down list Use Profiles and

make sure the value No Security is selected :
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Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

M Lexmark

Settings

Edit Access Controls

Choose a Security Template to protect each function

Functions which can be disabled have a 'Disabled’ selection. To let anyone use the function, choose 'No Security’.
Settings

Expand All Gollspse

_ 10 Administrative Menus/
(=) Management/
e
Address Book No Security v
_ Create Profiles Mo Security W
Create Bookmarks at the Device No Security v
_ Create Bookmarks Remotely No Security W
Flash Drive Print WES2 N
_ Flash Drive Color Printing WES5_1 ~
Flash Drive Scan WES3 2 W
_ Copy Function WESH v
Copy Color Printing WES5 A
Allow Flash Drive Access Mo Security W
Color Dropout No Security v
E-mail Function WES3 v
Fax Function WES4 v
Release Held Faxes No Security v
FTP Function WES3_ 1 W
Held Jobs Access No Security v
IUSe Profiles No Security v
Change Language from Home Screen |Disabled %
Cancel Jobs at the Device No Security v
I Device Apps/
| Submit | | Reset Form |

7. Validate this setting.
Manually registering Watchdoc ScanCare on a Lexmark device
(eSFv3, eSFv4)

1. Enter the IP address of the Lexmark device into your web browser.
2. The Lexmark device administration page is displayed.
3. Inthe navigation bar, click Settings. Then, go to Other Settings and click Apps.
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Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

M Lexmark

Settings

Default Settings Other Settings

General Settings Network/Ports

Bookmark Setup Update Firmware

Copy Settings Security

Fax Settings E-mail Alert Setup
E-mail/FTP Settings Manage Shortcuts

Print Settings Intervention Management
Paper Menu Import/Export

Configuration Files
Remote Operator Panel Settings

4.in the App. interface, section App. management, click on Set app. :
5. At the bottom of the App. interface, click on Install New App. :

B Lexmark CX510de
M Lexmark Address:
Contact Name:
Location: Labo Doxense
Refresh

Apps

Selfings = Apps > Apps Management

- Apps Version License
Settings
ﬂ Card Copy 2.12.0 None Required Uninstall

Keyboard Emulation Reader 248

None Required Uninstall

B @&l B

Driver
Mes Impressions 1 None Required
Multi Send 262 None Required Uninstall

=
& '“G Scan fo Network 4838 Unlicensed Uninstall
9
@ Watchdoc Embedded Solution 3.0 None Required Uninstall
L

Install a New App

6. In the Install New App. section, click Browse to go to the
[...]DoxenseScanCareAddin folder;
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7. In this folder, select the Drivvelmage.fls file and click Open:

Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

B Lexmark

Refresh

Apps

Settings > Apps > Apps Management

Install a New App

Settings

App Install File Browse...

Status

8. Once the file is displayed in the selection field, click on the Start button:

Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

M Lexmark

Settings > Apps > Apps Management

Install a New App
App Install File C:\Program Files (x86)\Doxense\ScanCare\AddIn\Drivy Browse...

Settings

Status

9. When the message indicates that the application is successfully installed, click on
the App tab.:

Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

M Lexmark

|i

Settings > Apps > Apps Management

Toemmgs ____ Install aNew App

App Install File C\Program Files (x86)\Doxense\ScanCare\AddIn\Drivw  Browse

Status

DOXENSE 34

Print, breathe !



Installation and Initial Configuration Manual
Lexmark eSF 4, 5 or 6 WES

WATCHD<>C

10. Under the App tab, click on Drivve Image:

Refresh

Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

.

_ Settings > Apps > Apps Management

o e s

!‘mtﬁngmi Apps License

_ Gard Copy 2120 None Required Uninstal

= &) 109 None Required it |

st e
a genzgtr)ard EMETNREESE g None Required Uninstall

Onersugies |

11. On the Configure tab of the Drivve Image interface, for the Server setting, enter
the IP address of the Watchdoc ScanCare server

12. Then click on Apply:
==
]
x\le

Lexmark CX510de
Address:

Contact Name:

Location: Labo Doxense

Refresh

Apps

Settings > Apps > Apps Management

o . | gDrivve Image
Information ~ ~ Configure ~ License

| Server

‘your.sewer.hdrﬁs

Port 9000 7]

HTTPS O e

Import . Export . Restore Defaults . Reset i Apply i

Status Click Apply to save seftings.

= Watchdoc ScanCare registration on the Lexmark device is complete.

Manually registering Watchdoc ScanCare on a Lexmark device
(eSFv5, eSFv6 AndroiD based)

Proceed as follows:
1. Enter the IP address of the Lexmark device into your web browser.
2. The Lexmark device administration page is displayed.
3. Choose the option Apps.
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4. Expand the menu item Installed Apps.
5. Click Install an app.

M Lexmark”  Embedded Web Server

Lexmark CX725
IP Address :

Contact Name :
Location :

Installation and Initial Configuration Manual
Lexmark eSF 4, 5 or 6 WES

& Language - Guest | Login~

Status : Prét

—
Apps
Select Option Apps
Status Launch Apps
Settings [Elnstalled Apps
Device

fortcuts
| Apps| Forms and Favorites
This application provides users
E with quick and easy access to
- freauentiv nsed farms or ather

Site Map

6. inthe Installer app. section, click Browse

Import Configuration [l Export Configuration

Watchdoc Embedded

-I Solution
Print on demand solution

7. Select the file ...\Doxense\ScanCare\AddIn\DrivvelmageAndroid.fls on the

Watchdoc ScanCare server.
8. Click Install.

M Lexmark”  Embedded Web Server

Lexmark CX725
Adresse IP :

Nom du contact :
Emplacement periphérique :

& Langue - Invité | Connexion ~

Etat : Prét
—
Applicafions
Sélect. option Applications
Etat Lancement d'applications
Paramétres App. installées
Périphérique
Papier Installer app.
Raccourcis Fichier d"app. 4 inst. :
Applications
Plan du site

e

Importer la configuration Exporter la configuration

Watchdoc Embedded

-I Solution
Solution pour les impressions a la
demande.

9. Confirm the installation success message with OK.
10. Expand the new menu item Drivve Image (or click on the Watchdoc ScanCare
app icon).
11. Click Configure:
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M Lexmark”  Embedded Web Server @language-  Guest | Login~
Lexmark CX725
IP Address :
Contact Name :
Location :
Status : Prét
]
Apps
Select Option Apps
Status Launch Apps
Settings Installed Apps
BeViDe App Framework Configuration
aper
Shorteuts AccuRead OCR
Apps Cgrd Copy
Site Map
[ oot |
Description Drivve Image
Version 103

License Status None Required

Forms and Favorites

« For Server enter the IP address of the Watchdoc ScanCare server.

« If the Port differs from the Watchdoc ScanCare Server URL shown in
Device Management, enter the port shown in the Watchdoc
ScanCare Device Management here.

« In Parameters you can provide the usual Watchdoc ScanCare
parameters to define Ul and keyboard language
(e.g. ?In=en or ?kb=en to set Ul and keyboard language to English).
Please use the ampersand (&) after the first parameter before
providing a further parameter (e.g. dev=lexmark&In=en&kb=en).

9 Drivve Image

Server [[your server adress| | @
Port 7]

HTTPS oo

Parameters ||In=en&ktﬂ x| ©

1 Import H Export H Restore Defaults H Reset Apply |

Status Click Apply to save seftings.

Watchdoc ScanCare 7.x: It might be the case that you have to enter the
parameter dev=lexmark in Parameters for some models. For Watchdoc
ScanCare 8.0 and higher this is no longer necessary.
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@ Usually you do not have to provide values in Parameters. The language
parameters should only be entered to enforce a certain behaviour, if
with default device and server settings the correct language is not active
for the Ul or keyboard.

12. Confirm with Apply.
=> The Watchdoc ScanCare registration on the Lexmark device is finished.

Error message 20.005 when launching Watchdoc

Context

After correct installation of the Lexmark WES, when attempting to launch Watchdoc
from the device screen, the "MyPrints" application icon is found to be the generic
Lexmark icon (instead of the Watchdoc icon).

When you click on this icon, you get the following error message: "Unable to run the
application... Error 20.005".

Cause
The SSL certificate used by the Watchdoc server (DSP) is obsolete and does not
contain the server's |IP address as an alternative name.

Resolution
To resolve this problem:
1. stop the Watchdoc service;
2. edit the config.xml configuration file;
3. in the configuration file, look for the line starting with "<certificate id="http-server'
[...] </certificate>";
4. delete this line;
5. save the changes made to the config.xml file;
6. restartthe Watchdoc service.

Unable to install the Lexmark WES on SDK 6
models

Context

When installing WES V.3 on Lexmark devices with a SDK6, the WES automatic
deployment fails.

Cause

This problem is due to the absence of a certificate on the device.
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Resolution

To solve this problem:

1.

i

8.
9.

From the Watchdoc administration interface, proceed with the automated WES
installation by enabling WES Traces on the device (even if it doesn't work, as we
will need to retrieve some of the WES Traces later on).
From the device administration interface, (Menu Select Options > Apps), install
the Java applications in the following order (files are in the folder C:\Program
Files\Doxense\Watchdoc\Redist\) :

 WesCommonAppSDKG6.fls

e Wes30LexAuthSDKG.fls

» WesScanSDKaG.fls (optional, only for WES Scan))
Retrieve the content of the XML file that corresponds to the scan application in
WES Traces (be careful, the file is different for each device ; see below to modify
the file for another machine).

. In the content of the trace file, look for the <WebAppDescriptor> tag and save the

content from <?xml " until " </WebAppDescriptor> in a .xml file:

Save the .xml file at the same place as the previous applications.

From the device administration interface, proceed to the installation of this file by
proceeding as the previous (see above).

. Once the file installed, configure the device access controls:

« prohibit the following rights to the public
user:
« Email Function
« Change languages
» Copy color printing
« Color dropout
« Copy function
» Manage bookmarks
« Create profiles
« Faxfunction
e Firmware updates
 Flash drive color printing
 Flash drive printing
» Flash drive scan
e FTP function
» Modify address book
« Out of service erase
« Remote management
» Reports menuSupplies menu

« Allow the following rights to the public
user:
e B/W Print
« Color print
From the Watchdoc WES administration interface, click on Configure.
Check that the WES is working properly.
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