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Introduction

Purpose of the manual

This manual describes the procedure for installing WES v3 (Watchdoc Embedded

o~
- Xerox 9o,

Solution) o # devices.

Intended audience

This manual is intended to be used by technicians responsible for installing the WES
on Watchdoc v6.x. Such technicians must have information on the print server, the
Watchdoc hosting server, as well as the properties of the device.

Symbols used

The terms followed by an asterisk * are defined in the glossary.

® Information: reports important information required to fine tune the
installation or configuration of the solution or information that may be
useful for a better understanding or knowledge of a notion or a function
of the tool, or provides a specific case of use of this tool.Contact
Doxense®

Doxense's technical assistance service is reserved for certified, technical partners and
can be contacted via Connect, customer portal dedicated to partners.

A

WATCHDO>C
Partner

For all other questions, please contact your Doxense® consultant or send us an email
at contact@doxense.com
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Versions

Update of the WES Profile configuration's device's section: add of the End-
06/2025 .
point parameter

07/2022 Update of the WES V3 installation procedure

0302020 Upcateof theQuotafesture and add of atroubleshooting aticle
01/2018 Update of the available devices list.

2017 Addition of anote about he Xerox 7655 modsl and Troubleshooting
10/2017 Update of the Install chapter for the C70 devices models.

0972017 Rereacing and corectons. Transiaton ofthe devics configuration.
09/2017 Addition of the WES V3 description and configuration

092017 Reradngandcomectons
05/2017 Addition of the Authentication Method and Print Job Release Mode parts.

New graphical version, adding device prerequisites, adding
Organisational Requirements

02/2017
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AltaLink and VersalLink models prior
configuration

Principle

Before installing the Xerox WES on an AltaLink or VersaLink model, the following
settings must be configured on the printing device:
« administrator password
 time zone
accounting method
e SNMP communities
TLS security
badge reader installation (if authentication is badge-based).

Access the configuration interface

These configurations are defined from the device administration web interface. To
access them:

1. Enter the device IP in a web browser.

2. authenticate as the device administrator.

Change the Administrator password

To access the print device administration interface, you need to change the default
administrator password:
1. once authenticated, in the top right-hand banner, click Admin> My Profile:
2. inthe My Profile interface displayed, click on the Change password button ;
3. in the dialogue box, enter the old password and the new one ;
4. then click OK to confirm:

— The interface will reload and you will be logged out: log in with the new password to
check thatitis valid.

DOXENSE !
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Set the time zone

1. from the device administration web interface, click on System > Date & Time or
Properties > General Settings > Date & Time ;

2. Inthe Date and Time interface, adjust the settings to suit your needs;

3. Select the date format and the time zone corresponding to your location;

4. click OK to confirm your settings:

Home Jobs Print Scan Address Book Properties Support

\ J

Security Dashboard

Fleet Orchestrator

Date & Time

Format Day Month Year
O MM/DD/YYYY 1-31 1-12 2004 - 2034
© DD/MM/YYYY [ 12 [ 2028
O YYYY/MM/DD lHnuvs Minutes
15 0
Display 24 hour clock - S

Time Zone

(GMT +01:00) Brussels, Copenhagen, Madrid, Paris

> Security
Configuration Watchdog

Configure the accounting method

On VersalLink B models

To enable Watchdoc job accounting, XSA (Xerox Secure Access - Unified ID System)
must be enabled and network accounting must be enabled on the device:

1. From the device administration web interface, go to the Properties >
Connection / Access Permissions / Accounting > Connection Methods or
Permissions > Accounting Method tab.

2. Inthe Change Connection Methods interface, for the Connect from control
panel setting, select the Xerox Secure Access method:

3. then click on Connection / Access authorisation / Accounting >
Compatibility methods;

4. inthe Modify method interface, select the Network accounting method:

On VersalLink C models

1. From the device administration web interface, click Authorisations >
Accounting methods;

2. Inthe Accounting methods interface, enable Network accounting;

3. then click OK to confirm the settings.

DOXENSE 8
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SNMP community configuration

On B models

1. From the device administration web interface, go to the Properties >
Connectivity > Setup tab.
2. inthe SNMP properties section, check the box Activate the SNMP V1/V2c
protocol ;
click on the Edit SNMP v1/v2c properties button;
4. in the Community Names fields, check the following values:
« GET Community Names : public
« SET Community Name: private

Xerox  versaLink® B415 Multifunction Printer

w

Home Jobs Print Scan Address Book Properties Support

| 5 / SNMP
Security Dashboard Edit SNMP v1/v2c Properties
_ Fleet Orchestrator
~ Adaptive Learning Community Names
Configuration Overview
Description GET Community Name
Configuration Report )
. Setup public
SET Community Name
* Login/ Permissions/ Accounting private
* Apps
 Securily Confirm SET Community Name
Configuration Watchdog [pri\rate l
Select to save new 'SET Community Name'

On C models

—

. From the device administration web interface, click on Connectivity > SNMP ;
in the SNMP properties section, click on the SNMP V1/V2c line;
3. inthe SNMPv1/v2 interface, in the Community names section, check the
following values:
» Read-only community name: public
» Read/Write community name: private
4. click on OK to validate.

Chekc on the WES profile

Once you have configured the WES on the queue in the Watchdoc administration
interface, you can check that the configuration matches: on the print queue with which
the WES is associated:
1. From the Watchdoc administration interface Main menu, click Printing
Queues... > Xerox > Properties > Monitoring section > Edit configuration):
2. in the Community section, check that the values entered for Read community
and write community are the same as those or the device:
3. If necessary, modify them so that they are identical:

N
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Monitoring
SNMP Enable device network monitoring (recommended)
IP Address ‘¥ | 10.10.035
Community o* | public
SHKP read commmunity
o | private
SHIP warte community [\_‘

Activate the TLS security

On B models

1. From the device administration web interface, go to the Properties > Security >

TLS tab;

2. inthe TLS section, select TLS 1.1 and TLS 1.2:

XeroX versalink® B415 Multifunction Printer

Home Jobs Print Scan Address Book Properties Support
|' TLS (Transport Layer Security)
Security Dashboard TLS encrypts device communication over a network to provide pri
Fleet Orchestrator
Adaptive Learning TLS Version for Secure Device Communication over a Network
Configuration Overview
Description R R T L g B
Srbden bl O TLS1.1and TLS 1.2
> General Setup
L [ Include TLS 1.3
* Apps
vm“‘t'
» Password Policies
Installation Policies /. Older TLS Versions Are Less Secure
Secure Print
Authentication (Logi
e Older TLS versions are less secure, but available for older produ
*Logs | TLS Hash Algorithm
* Cerfificates
:g:::'&""ﬂ SHA-256 and above (recommended)
Timeout & Resume © SHA-1, SHA-256 and above
USB Port Management
Job Data Removal .
PostScript ® Passwords 4. SHA-256 and Above Is Not Available
Persunnized_lnlar_mation
o 'SHA-256 and above' is not available when either TLS 1.0 or TLS

On C models

N =

« TLS1.1
« TLS1.2

e Communication HTTP-SSL/TLS.

5. Click on OK to validate.
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Install the card reader

On the C models

To enable C405 peripherals to read badges, a specific plug-in must be installed and
downloaded from the Xerox website.
1. From the Xerox website, download the compressed file VersaLink_Card_
Reader_Plugins.7.zip ;
2. unzip the file in a temporary folder on the print server;
From the device administration interface, click on System and then on Plug-in
Settings;
in the Plug-in settings box, activate the Plug-in functions function ;
clickon Add ;
click Close to close the box:
in the Add a plug-in box, click Select, then select the Generic_CardReader.jar
executable contained in the archive unzipped at the start of installation;
8. click on Restart now:
— a message informs you that the device is unavailable during the reboot:

w

No oA

Plug-in Settings
Platform Version 200
Authentication on Registration N |

Plug-in Feature

Plug-ins [ Add \

| Activate ‘ Deactivate Details ‘ Open

Plug-in Name Status
CAC & PIV Smartcard Service Plugin Deactivated

CCID Terminal Plugin Deactivated

1
2
3 ActiveTagPlugin Activated
4

Xerox USB Card Reader (CR.3.0.04) Restart to Activate
2

Close

9. The device is rebooted.
Log out of the device administration interface and create / configure the WES (cf.

Create / configure the WES).
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ColorQube prior configuration

Before installing the WES, check the following parameters on the device:
» the existence of an SSL certificate;
« the HTTPS protocol activation;
« the verification of SNMP communities;
« the bidirectionality verification.

SSL certificate

1. Access to the device web administration interface web;

2. on Properties> Connectivity > Protocols, click on HTTP;

3. inthe Configuration > Securised HTTPS section, choose
Activated;

4. click on Apply button to validate the configuration.

If the checkbox is grayed and inactive, it is necessary to create a certificate. For this
creation, refer to the manufacturer's administration manual.

— the device administration web site restarts and the browser is redirected to the
https device site.

Xerox Secure Acces (XSA) web service

1. From the device administration web interface, go to the
Properties>Services> Printing tab;

2. click Printing web Services;

3. inthe Authentication and Accounting section, verify that the
Xerox Secure Access box is ticked;
if it's not the case, tick the box;

DOXENSE 12
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4. click onthe App

3

SNMP Community

1. From the device administration web interface, go to the Property >

[y In— | statun

o Pyt g ieatien
] Proy Eatergann P eraticd
Soan Sesvices

[y In-- | st

o Foan Ternplule Masagerenl g irabiet
i Scan Etwsssn o trabied
i W5-5can g trabied
2ok

Baskis | Mam— | mnanes

i Job Managemaent Extanson g trabied
[ |

7 MBes Srorsga Accass g rratins
" (Card Rasder Accean '[neu-a

s

[ |
I.r Maree Saosra mul g eratins
o Authentcaton b oomunting Combguraton ":rmd
= Sewion tats () g rrabied
= Job Limins P irabied
Bamabds | Hame | stntus

= Cagptal Cevtfucane Mamagerraet it Seouety Confguraten i Eratied
] PcAfee Emieddnd Corrol g Erabiet
i xpart Aot Log g trabied

Connectivity > Installation tab;
2. inthe SNMP Properties section, tick the Enable SNMP V1/V2c¢ Protocols box;

3. click on the Edit the SNMP v1/v2c Properties button:

SMart eSolutions Setup
Display Device Information
Canfigure Driver Links
Energy Saver

Network Logs

Feature Installation
*Alert Notification

~Login/ Permissions
Accounting
Login Methods
User Permissions
Accounting Methods

ly button to validate the settings:

Properties i
Configuration Qverview
Deseription SNMP
~General Setup
Canfiguration Report SNMP Froperties
g:,"g(mn Defaults || Enable SNMP v1/v2c Pratacols ]
Paper Management Lo s vt Popeses |
Date and Time () Enable SNMP v3 Protocol Edit SNME v
Internationalization A‘
Extensible Service Setup Note

Turning off the SNMP protocols will cause an interruption in the communication between the device and remote
client applications

Failure Generic Traps

# Enabled

Note: When the Authentication Failure Generic Trap is enabled, this machine will generate a trap for every SNMP
the mas which contains an invalid c

request that is received by the machine walid community name.

Installation and Initial Configuration Manual

Xerox WES

4. Inthe Community Names section, verify the GET Community Name and
SET Community Name:

DOXENSE
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Xerox WES

XeroxX versalink® B415 Multifunction Printer

Home Jobs  Print  Scan  AddressBook  Properties  Support

] % / SNMP
Security Dashboard Edit SNMP v1/v2c Properties
_ Fleet Orchestrator
_ Adaptive Learning Community Names
Configuration Overview
Description GET Community Name
Configuration Report —
 General Setup public
EETEE— | | SET Commuity Name
* Login/ Permissions/ Accounting private
* Apps
» Security Confirm SET Community Name
SRRy private
Select to save new 'SET Community Name'

5. click on Save to validate the settings.

6. InWatchdoc, edit the printing queue associated to the WES (Main Menu>
Printing queue > select a XeroxQueue > Properties > Monitoring section);

7. inthe Community section, verify that the SNMP read community and the
SNMP write community values are the same as those of the device. If
necessary, change them to be the same:

Monitoring

SNMP Enable device network manitoring (recommendead)
1P Add:

Community «* | public

-
T e

SNMP read community

o private

nity
Status Monitor the status of the device (recommended)
43 W@ monitor the level of consumables
7 k4 Monitor the levels of the paper trays
0 sec (polling)
@ ms (ping timeout)

Diag. () Enable logging of all SNMP reguests to the disk

Check the bidirectionalty
By default, "bidirectionality" mode is enabled on the print server. As a result, the
driver's accounting mode is synchronized with that of the device. For Watchdoc to
work properly, it is necessary to disable this mode on the driver and
1. to deactivate the bidirectionalty onto the driver, go to the printing devices
manager on the server:
2. select the concerned driver, then right-click to go to Properties;
3. on Configuration tab, click on Configuration Settings > Bi-Directional
Communication;

DOXENSE 14

Print, breathe !



Installation and Initial Configuration Manual
Xerox WES

WATCHDO>C

1= S

Print Management

File  Action View Help

G ENCE

-@ Print Management

Printer Name

| Queue Status

| Jobs In... | Se;l I Actions

=1 [ Custom Fiers PEIMB-04-4040 Paused - Toner... 0 ve | ——
7| All Prinkers (166) P=ME-04-4012 Shadow Ready o =
| All Drivers () PEMB-04-4012 Paused - Toner... 0 we Mare Actions
| Frinters Not Ready PEIME-03-3266 Shadow Offine i we
] Prinkers With Jobs IB-03-3266 Paused - Offin... 0 Ve
g % gﬂn;?x:rmnoc 1 el P=MB-03-3148 Shadaw Ready 0 e Mare fctions
. o | mmme-03-3148 Paused - Printin... 0 =
| Dwivers
T PIME-03-3040 Shadaw Ready o W
(e’ Forms s d 3
‘|-= Parts ME-03-3040 Paused - Toner... O W
=1 Printers PIME-03-3012 Shadaw Ready o W
= Deployed Printers EEIME-03-3012 Paused - Toner... 0 e
PIME-02-2266 Shadaw Ready o W
EEIME-02-2266 Paused - Toner... 0 e
L) 4z chadaw Ready o
[

Open Printer Queue. ..

= =2trtrih [

EEME-02-2040 Resume Printing et 0 WE
EEmE-Oz20l28h o | 0 Ve
IIME-02-2012 Deplay with Group Policy. .. a e
HIME-01-1266 Sh Sat Printing Defaults. . a ¥
EEMEO1-1266 — _ [ne O Ve
ME01 1145 5 enade sharing. . i we
EEIME-01-1145 Print Test Page tin... 0O e
PIME-01-1040 9 0 Ve
PIME-01-1040 0 Ve
PEIME-01-1012 SR Delete 0 Ve
PEIME-01-1012 FerEme tin... 0 Ve
PIME-00-0266 Sh 0 Ve
VB 0-0266 Help e 0 e

4. Forthe setting Bi-Directionnal Communcation > Connection, select he value
Off:

MB-02-2148 Properties

Parts d =)
Configuration

General | Sharing Color Management I

Device Settings Administration

Secunty I

-

pa Configuration Settings
|_:_|""_‘.' Bi-Directional Commurnication
Automatic (Recommended) - |

Autarnatic (Recommended) P
X1 1

e DEvice Mame
e SMMP Coram
Refresh Rat
[—]’{ Installable Options
Paper Trays: 5 Travs (High Capacity Tandem Travs)
- Firisher: OFFfice Finisher L

- Hole Punch Module: Mot Installed

LAM Fax Module: Mot Installed

Job Storage Madule: Mot Install=d

=1 Accounting

Swstem: ¥erox Mebwork Sccounting

- Print-Tirme Prompt: Always Prompt

.. Mask User 1D Enabled

Mask Account ID: Enabled

Remember Last Entered Codes: Enabled

i

Auxiliary Accounting Interface: Disabled

e ACCOUNEING Codes..,
-7 Help

0K I Cancel | Apply |

Deactivate bidirectionality on the device:
1. log on to the device's web administration interface as administrator;
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£l Login | Home | Index | Site Map | Help...

Centreware’
Internet Services

XEROX WorkCentre 7855

Print Address Book I Support i | 2 Login - Windows Internet Explores

| stots [T

Status

Scan Properties

Status =

User ID
admin
Password
ssns

Billing Information
Usage Counters
Configuration Report
Supplies

Trays

Information Pages
SMart eSolutions
Welcome

Description & Alerts

MB-04-4040

Status: Idle

Name: MB-04-4040

n

Location:
Machine Model: Xerox WorkCentre

3913656007

Serial Number:

IPv4 Address: 10.107.32.68

Alerts
Severity | Status Code

[ pescription Skill Level

No Alerts

In order to secure exchanges between the device and Watchdoc, it's necessary
to get the HTTPS protocol instead of the HTTP protocol applied by default. To
modify this protocol, click on the Properties> Connectivity > Setup tab;

in the Connectivity interface, Protocol section, click on the HTTP setting Edit

button:

Centreware’
Internet Services

| Status | Jobs | Print | Scan

XEROX WorkCentre 7855

T I PEe—
Connectivity

Networl

The device uses either the wireless or the wired network connection.

== = b i
4 Wired Connection 1Pva is active /) ..
Make Active Xerox Wireless Network Interface [l wireless Hardware is not installed

T [Fere Ao
USB Settings &P Ensbl=d (#) s
e [Fere [me
FTP/SFTP Filing o Enzbled

HTTE @ Enabled

9P o Enzbled

in the HTTP interface, for the Force Traffic over SSL setting, select Yes and

keep the 443 default port;
click on Save to validate:

Centreware # =dmin - Logout | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 7855

Print { Address Book § Support |

Connectivity

| Scan

| Status |

Jobs |

Properties
Configuration Overview

HTTP

HTTP Web Services

Configuration

Description

}General Setu
[ ~Connectivity
Togin/ Permissions/

Accounting

Connection Physical Connection

DOXENSE
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Force Traffic over SSL
@) No (Requests can be made over HTTP and HTTPS)
© es (All HTTP requests will be switched to HTTPS)

443 Port Number

» i =
Services © Disabled Ethernet
> i P
Security @ Enabled Maximum Connections
32
80 Port Number

Keep Alive Timeout
10 seconds (1-60)
Choose Device Certificate

Default Xerox Device Certificate

View/Save I

I [
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After this modification, the administration web page becomes tem-
porarily unavailable until the device's HTTP controller restarts

Installation and Initial Configuration Manual

Xerox WES

6. inthe Properties section, click on the Services > Printing > Printing Web

services menu entry;

7. inthe Authentication & Accounting section, tick Xerox Secure Access,

Centreware

Internet Services

| Status | Jobs | Print | Scan | AddressBook | Properties | Support |

XEROX WorkCentre 7855

a
Print Services
Enable | Name | stat
WS-Print @Penzbled
Print Extension @PEnabled
Scan Services
Enable | Name [ stat
Scan Template Management P Enzbled
Scan Extension P Enabled
rin WS-Scan @PEnabled
Hold All Jobs
Printer Fonts Job Management
»Page Description Languages Enable | Name. | stan
}Copy
}Scan Services Job Management Extension @Penabled
Hardware
Enable | Name [ stat
Mass Storage Access P Enzbled
Card Reader Access P Enabled

Authentication & A

Enable | Name | stat

Xero: @Penzbled
a @PEnabled
session Data [ @ Enabled
Job Limits P Enabled
Security

Enable | Name | status
Digital Certificate Management and Security Configuration QP Enabled
Mcafee Embedded Control @PEnabled
Export Audit Log @ Enabled

8. click the Save button to validate;

9. Log out of the device administration interface and Create/configure the WES.

DOXENSE
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Phaser devices prior configuration

Phaser 3635MFP model configuration

This model do not have a web service allowing automatic configuration, it is necessary
to configure it manually.
1. from the device web administration interface, go to the Properties >
Connectivity > Protocoles > HTTP tab;
2. Inthe HTTP section, select Activate SSL in HTTP security mode:

Nombre maxmum de connexdons: 3z 8-32)

Huméra de port %0 (1-85535)
Maode de séourité HTTP. Activer 881 |v

SHUPV
SS0P

VNS
LPRLPD

Impression TCPAP brute
PP

Sarveur SUTP

Annudics LDAP

HTTR

If Enable SSL does not appear in the security mode list, the device does
not have an SSL certificate. It is therefore necessary to create one, as
indicated in the device administration manual.

Activate the personalized services
1. From the device administration web interface, go to the Properties > Services >
Mail settings > Custom services tab
2. inthe Custom Services section, tick the Enabled box
3. click the Apply button to confirm the settings.

Configure the Phaser 3635MFP model Network Accounting

Provided as a card to insert in the device, this kit is a paid option for this model. Its
activation is performed from the device screen using a document provided with the kit
by the

manufacturer.

To verify if the Network Accounting kit is activated:
1. from the device administration web site go to Properties > General

Configuration> Configuration tab;
2. inthe Accounting Configuration section, verify that the authentication mode

is activated.
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Install the card reader
Here is an extract of the Xerox installation manual:
1. connect to the device as administrator;
click on the device Status button;
Select the Tools> User interface > General > FSO tab;
Select SFO 35, then click on the Activate button;
SFO 35 mustindicate YES.
Save the settings.

2
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Create and configure the WES profile
Create the WES profile

On a clean Watchdoc installation, a first WES profile is automatically created with
default parameters at the end of the wizard procedure, but you can, at any time, edit
existing profiles to modify them or create a new profile.

1. From the Main menu in the administration interface;
2. inthe Configuration section, click on Web, WES & Scan destinations:

WATCHDO>C DOXENSE
N 1000 e ©®

I3 ~ Super Administrator (sysdmin)

i Analysis
rinting queues, locations, queue groups & pools L Printing history
ist ontrolled by Watchdoc Printing history of all the printing queues
E\ Documents on hold Statistics
=] List of documents held in the queue Statistics of all the printing queues
‘h User quot: Reports
List of Prints made during a certain period
EF[| Archives Failures & Alerts

lolollo ments archived ¢ List of failures on queves and documents

@ Pricings Printers & devices
List of available pricings List of devices defined in the system

7] Filters [ | Web, WES & Scan destinations
List of available ftters 2] User interfaces ¥

"@ Quota Templates User directories
Management of the quota templates and management rules List of all defined user directories
m Roles & Services = Data sources
List of availabie roles and services S 7his forms allows you to configure a data source

‘a Authorisation access
control

3. inthe Web, WES & Scan Destinations - Client Interface Management
interface, click on Create a new WES profile;
4. in the list, select the profile you want to create:

=>» you will access the Create a WES profile form, which contains a number of
sections in which you can configure your WES.

DOXENSE 20
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Configure the WES profile

Configure the Properties section

Use this section to state the main WES properties:

« lIdentifier: Enter the single identifier for the WES profile. It can comprise letters,
numbers and the ' ' character with a maximum of 64 characters. This identifier is
only displayed in the administration interfaces.

« Name: enter the WES profile name. This explicit name is only displayed in the
administration interfaces.

« Global : in the case of a master/slave configuration, tick this box to replicate this
profile on the slave servers.

« Language: Select the WES display language configured from the list. If you
select Automatic detection, the WES adopts the language it finds by default in
the device configuration.

« Version: select the version of WES. For v3, you can customise the interface by
choosing the colour of the buttons and images to match your graphic identity:

» Colour: enter the Hexadecimal color value corresponding to the WES
button's colour. By default, the buttons are Watchdoc® orange customized
(#FF901). Once the value is entered, the colour is displayed in the field.

« Images: if you want to customize the WES images, enter the folder path in
which are recorded images you want to display instead of the default
images (stored in C:\Program
Files\Doxense\Watchdoc\Images\Embedded\Doxense\[Manufacturer_
Name] by default).

i Configure a WES profile - Xerox EIP
This form allows you to configure a WES configuration profile

Properties
Identifier > |wzdxerox
Name &b |WES Xerox (WIZARD)
Global @) Replicate this profile on all servers

Usage | Device locked v |

Version | Embedded application version
L g 19| A ic detection hd ‘

Colour @@ Colour of the buttons on the screen, in web format (ex: '#FF90157):
#rro01s | I R=255, G=144, 8=21

Images 4  Path to the folder containing custom images:

Leave blank to use default images

For more information on the customization procedure, see the section
Customize the WES buttons and images.

Configure the Authentication section

« Mode: from the list, select the authentication mode you wish to activate:
 Managed by Watchdoc: choose this mode if you want the WES to
manage authentication and rights on the device. By default, this mode is
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activated on all models supporting the Elatec badge reader

« Managed by an XSA kit: choose this mode if authentication is managed

by a third-party application supplied by Xerox. In this case, the XSA web

service must have been activated (see prior configuration) and Watchdoc

is then only used for print on demand and accounting.

» Rights management: tick the boxes to authorise authenticated users to access

functions on the device:
« Copy;
« Email scan;
« Otherscans;
e Print

Authentication
Mode | Identification is managed by Watchdoc
Rights Copy
TP Emns Email scan
Others scans
[ Print

® Rights management is incompatible with ScanToMail on WorkCenter
7845 models.
Clear the rights checkboxes when configuring the WES profile for
WorkCenter 7845 models.

Configure the keyboard authentication mode

+ Keyboard authentication:

« Enable: tick the box (at the section level) to enable user authentication
from a physical keyboard or the touch screen one, then set out how this
authentication works:

» Directory: From the list, select the directory to query during keyboard
authentication. If no directory is set, Watchdoc will query the default
directory. Then specify how users are to authenticate themselves:

» Mode: choose one of the authentication mode

» Login and password: users will use their LDAP credentials.
We do not recommend using this mode.

e Login (PUK Code): the PUK code is automatically generated
by Watchdoc according to the parameters defined in the
directory and communicated to the user on the "My account"
page.

« Login and PIN Code:consisting of 4 or 5 digits, the user PIN
code (1234, for example) is registered as anLDAP attribute or
ina CSV file. Itis associated to the user login (available with the
Watchdoc 5.1 version).
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e Login and print password: users will use their LDAP login
and a code a code specific to the printing function

Keyboard authentication
Enable
Directory 5| META / META v

Domain used to map the PIN Code to the user account

Mede (35| Login (PUK code) v

We do not recommend authentication by login and password. Never-
theless, if you opt for this mode, make sure that the device's screen and
keyboard are configured in the user's language and that they allow all
characters to be entered, even diacritics (accents, cedilla, tilde).

Configure the Accounting section

« Device > Uses the prints accounting information from the device : tick this
box if you want accounting to be supported by the device instead of the
Watchdoc parser. This only applies to print jobs. Results are more reliable
especially when the job is not fully printed (canceled).

Accounting
Device Uses the prints accounting information from the device instead of from the Watchdoc parsers,

Configure the Quota section

« Enable: tick the box to enable the WES to manage print quotas.

Quota

Enable I%

@ If you tick the box, complete the configuration:
- by adding at least one quota;
- by applying the VMS and rates to the print queues associated with the
WES (see Configuring quotas article).

Configure the analytical codes

In this section, you give users the ability to enter code to assign a code to print-jobs so
that their cost can be broken down.

When the option is checked, the solution installed on the device offers the user the
option of entering or selecting a billing code for the documents made on the device and
for the prints released.

« Activate option: tick the section box to activate the feature from the WES. In
this case, the user must enter or select from a list a billing code to print
documents on the device
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« Data source: : in the list, select the source corresponding to the billing codes if
there are several. By default, the data source is DS_BILLINGCODES.

« Deny access if the user does not have the billing code in the source: Tick
the box to refuse the printing right to users who haven't billing codes.

« Display mode: in the list, sélect the value that must be displayed to the user :
only the service code, only the service label or both code and label,

« Display parents: tick the box if you want to display the codes of the parents of
the entered code:

e Search:

« search scope: when the user does not know the code to impute, he can
search on the field "Code", on the field "Label" or on both fields
simultaneously.

« search mode: specify whether the search is for the beginning of the value
or part of the value.

Analytical codes
Enable [
Data source "¥! Select the data source of the analytical codes:

Deny access if the user does not have the analytical code selected.

Display mode Code & Label v

Display codes parents if they exist

Search Search scope

Code & Label v

Search mode

Contains v

Configure the Pull print section

In this section, you can change options about the Watchdoc release application: sort
order of the document, tariff information and optional pages.
You can bypass this application by enabling the automatic release mode. When the
user
is authenticated on the device, all its documents are released.
« Menu icon: to access the interface, the user clicks on the Watchdoc logo. By
default, this logo is called My Prints .

« Label of the application: enter the name you wish to associate with the
logo instead of the default name (instead of Watchdoc by default) ;

» Description of the icon: enter a description giving information about the
nature of the application (this information is displayed on the administration
website).

« Sort Order: Set the documents order on the device screen:
* Reverse chronological: More recent documents will top the list ;
« Chronological: Older documents will top the list.

« Options:

* Release all documents at login: When the user logs on by swiping his
card or typing his PIN code, Watchdoc releases all user documents on the
device where he logs on

« All documents are checket by default: Check the box to ensure that all
print-jobs are automatically ticked in the list of waiting print-jobs when the
user logs in.
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« Enable Page Zoom: Select this checkbox to enable the user to zoom in on
jobs waiting to be printed (PCL 6 driver required);

« Enable spool edition: tick this box to enable the spool transformation
function;

» Display options: monetary information presented to the user Select which
information will be displayed to the users (none, cost, price);

« Force the monetary display to 2 decimal digits: Tick the box to limit the
number of decimal digits displayed to the user in the tariff information.

« Use a custom logo: (WES V2 only) Tick the box to custom the WES by
applying your organisation logo. In this case, the logo must be recorded in the
Watchdoc server dedicated folder (C:\Program
Files\Doxense\Watchdoc\Images\Embedded\Logo.png).

« Display print policy warrning messages: tick this box if you wish to inform
users of the printing policy that has been implemented, which could change their
initial choices.

Configure the Scan section

This section is used to configure the WEScan function. It can only be activated with a
WES V3.

* Menu icon: to access the interface, the user clicks on the Watchdoc logo. By
default, this logo is called WEScan.

« Label of the application: enter the name you wish to associate with the
logo instead of the default name (instead of WEScan by default) ;

« Description of the icon: enter a description giving information about the
nature of the application (this information is displayed on the administration
website).

« Display settings- Use the last values chosen by users: allows the user to be
offered the most used scanning profiles (predefined settings), which offers a time
saving when scanning uses are often the same. Then specify whether the
classification should be done using:

 the type of profile: (the most frequently chosen profile);

« the date of use (profile chosen the last time it was used).

« Open default profile bar: provides an interface in which the user can choose
between all the scanning parameters, which is useful when the scanning uses
are very varied. Then specify whether you want to display the settings or the
(pre-set) profiles.

 the scab settings type ;

 the scan profile type (pre-configured).

« Allow users to switch display modes: tick this box to allow the user to
customize their interface by choosing their preferred display mode.

« Scan profiles: for each profile listed, you can check:

« activation: to make it active in the embedded interface;

« inheritance: to allow the user to create a new profile inheriting the
parameters of the existing profile. The user will then be free to modify one
or more parameters of the original profile;

« destinations : the destination is the place where the scanned document
is sent. For each profile, you can activate, deactivate and define one or
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more destinations by default:
« E-mail: Send the scan to the e-mail of a recipient entered in the

interface;

« My e-mail: send the scan to the user's email (always known if the
user has an AD account);

« Folder: send the scan to a predefined folder in the workspace
accessible to the user.

Scan

Display settings Use the last values chosen by users
Default profiles bar sorting order :
Open default profiles bar by default
Default display mod :
[ Allow users to switch display modes

Scan Profiles  Name Activation Inheritance ©

Colour standard Enabled Inheritance enabled Destinations v
Black and white low resolution Enabled Inheritance snabled Destinations &

Configure the Device

section

This section is used to define the connection mode between the server and the print

devices.
e Fault tolerance: tick

this box to enable fault tolerance based on load-balancing.

If you enable this function, you will need to configure interserver printing (see
Configuring interserver printing).

Server Address type: The device needs to contact the Watchdoc server when
the user tries to connect or wants to release his documents. You can specify the
Watchdoc server address in three different ways: IP Address, DNS Address and
Custom Address ;

®

If the server has several IP addresses, Watchdoc uses the first one it
finds. If the device is on another VLAN, the WES may not be able to
contact Watchdoc. In this case, create a WES profile per IP address and
choose Address opposite, specifying an IP for each profile. When asso-
ciating the WES with the print queue, select the WES that corresponds
to the device's VLAN.

Secure endpoint: if you select the parameter Use SSL to display Web Pages
on the device, since v. 6.1.0.5262 you can specify whether you wish to use:

« the custom access point (previously configured in the DSP section (see

Configuring the Web Server):

» the Watchdoc server's default port 5753 ;
Jobs: specify, in minutes, the time during which print jobs are retained in the
event of suspension.
Network - Port SOAP: if the device connection settings are not the default
settings, specify the device access port number.
Use SSL to display Web Pages on the device: tick this box to secure web
pages displayed on the device screen;
Use SSL for SOAP requests: check this box to secure SOAP requests used to

configure the device ;
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« Lockout: from the list, select the appearance of the device screen when it is
locked :
 Full: the screen is completely locked, the application icons are not visible
and no application is freely accessible, the user being asked to log in first.
I is ble [mpress st CopHE P i [ {—
=

Veuillez vous connecier en possant voire bodge
4 N ApERIENT Sur [ bouton “Autne connexion”

Xerox @,)

« Services: all applications are locked, but their icons are visible.

 Sélectif: you can select which applications will be locked (ticked box) and
which will be freely accessible (unticked box):

m Copy: gives access to the function of copy;

= |D Card Copy: gives access to the function of ID card copy that
allows the user to photocopy both sides of an ID card or small
document onto a single sheet of paper.

® Scan to email: gives access to the function of scan and send to an
e-mail address;

= Scan to folder: gives access to the function of scan to a folder;

= Scan to USB: gives access to the function of scan and send to a
USB key;

® Scan to home: gives access to the function of scan and send to a

personnal folder;

Network fax: gives access to the function of network fax;

Internet fax: gives access to the function of internet fax;

Fax: gives access to the function of fax;

Save for reprint: gives access to the function for saving print jobs in

the device's internal memory ;

= Reprint saved jobs: gives access to the function that allows to print
jobs stored in the device's internal memory ;

= Media print: gives access to the function that allows to print from
mobile device;

m Scan to: gives access to the function that offers several ways of
scanning and storing a document (to e-mail, to USB media, to a
predefined folder, to a network folder);

= Print from: gives access to the function that allows to print from a
device;

= Device: gives access to the function thant gives information about
the device (serial number and model, shop status, invoicing and
consumables).
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» Device security: tick the box if you are using the default identifiers or specify the
device administrator account (login) and password that Watchdoc needs to
communicate with the device for certain operations (automatic installation,
SOAP requests, etc.).

» Security protocols: In the list, select the protocol activated between the WES
and the Watchdoc kernel:

» Use default credentials: WES automatically adapts to the data
communicated: it uses SSL for sensitive data (PUK code, login/mdp, etc.)
and not SSL for non-sensitive data;

« SSL: WES always uses SSL to communicate with the server.

» TLS: tick one of the TLS boxes to secure exchanges between the server
and the device (depending on the TLS version chosen).
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Device

Fault tolerance | | Enable fault tolerance

If you enable this feature the WES will need the interserver database to work

Server address

Jobs

Server IP Address v |

4320

Retention period for held jobs in minutes

Network # You can override the network settings if the device is not configured by default

SOAP Port

Leave blank for default value, 443 for 5SL. 80 for non-55L

Use SSL to display Web Pages on the device
Use SSL for SOAP requests for the device configuration

Lockout & | |

V]

Copy

ID Card Copy
Scan to email
Scan to folder
Scan to USB
Scan to home
Network Fax
Internet Fax
Fax

Save for reprint
Reprint saved job
Media Print
Scan To

Print From

Device

Device security |_| Use default credentials

Login admin

Password esee

Security protocols Use WEB server values

SSLv3.0
TS v1.0
TLS v1.1
TS v1.2
TS v13

Configure the History section

This section displays information on the configured WES and on modifications made

toit:

History

GUID B! 5f482440-1£20-4117-89a6-046dcfc 2880
Version -’..EF Edited 3 time(s), last modified 02/09/2019 at 17h36

Owner @ This entry is managed by this server.

Validate the profile

1. Click on the button @ to validate the WES profile configuration.
=» Once validated, the WES profile can be applied to a print queue.

DOXENSE

Print, breathe !

29



Installation and Initial Configuration Manual
WATCHDO>C Xerox WES

Configure the WES on a print queue

Access the interface

1. From the Main Menu of the Watchdoc administration interface, in the
Production section, click Print Queues, Queue Groups & Pools:

WATCHDOC DOXENSE
Il;(‘))cich:rAV'Evs-MAs —_— men“(m. ) | v6.1.0.4862 | (@) Master (IMPRESSION 1) @@

£~ Super Administrator (syzadmin)

>
3

Printing history
Printing hitory of allthe printing queues

T

s
Reports
Prints made during a certain period

Failures & Alerts
List of failures on queues and documents

207 o

3
s
g
g
H

Roles

Listof
©= Authos
Manage

2. Inthe Printing queues list, activate the Controlled filter, then select the queue
you want to install the WES on.

3. Forthis queue, click the Edit Queue Properties button Th at the end of the
line:
WATCHD<S>C

Printing queues
List of the printing queues controlled by Watchdoc

35, Printing queues 3] ] #35, Queue groups )

roupby [ Groups ~ Displayby (D overview = 331

Search Name, Model, Description, | O, Emplacements < All v Group X All groups ¥  Filter by# All queues (3) ¥

Ttbon  Allqueues (3

Name Type 1p Addr. 1h status Supplies Jobs 'WES Session
[E Metwork Queues 2) ® Cuntmueu(
72 IMPRIMANTE, WME B @=FPa 72 nddtemr TRZOF 0 15070 ) v e
¥ PRT LEXSL1 e Weap 2 Ingétemic & Pysical (2) w0229 ) ®
[E universal Queues (1) Virtual (0)
3¥ Secure Printing Q@® BWaF P Racine 0 universal 1)
A Persona I (0)
2 Active (0)
41 Failed (0)
A% Supplies (1)
s VIP (0)

4. Forthis queue, click the Edit Queue Properties button Th at the end of the
line:
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Printing queues Create Bxport §| Documents ‘0= Queues [=] _ Frinting
BR e Ot Oz B Vi Bakr ©OO
=Y 2 e groups (5) 555, Job Pools (2 555, Finishing options templates (1)
Group 2 Models v Dis ®
yp: Locstion WS sessi
UG R =P8 2 rtemni Q101007 R a:n:uz
WO B @=F48 2 ndéemine 10.10.0.176 LS SE SHAR® UD3 PCLS D@ 7
o € @=F ? Indéterminé FERCEES N | [ [SE3 Monde/Cambodge/Aégion Nord O® 7

167223 UG 3 @EFA  ? ndéemin e TOSHIBA = STUDIC300BA 11673203 @ 7

=>You are taken to the Print Queue Properties interface in which several sections
are displayed:

« the Validation mode is managed in the General information section;

« WES properties are managed in the WES section.

Configure the Validation mode

For the WES to work, the queue must be in Validation mode :
1. In the General information section> Mode subsection, if the Same as group
option is selected, check that the group is in is in Validation mode.
2. Ifthe print queue is not in a group, select the Validation mode;

Configure the WES onto the queue

In the WES section:

« Activate embedded interface: tick the box to use a WES.

» Profile subsection: From the list, select the WES to configure. The list
comprises profiles created ahead of time in your instance of Watchdoc. If the
desired profile is not found there, you will need to configure it (refer to WES
configuration profile).

« WES identifier subsection: Once you have ticked the box and selected the
profile, the ID of the WES field will fill itself with “SAUTOSERIALS$”. Keep it that
way so that the server will determine itself the serial number of the device and
use it as the WES ID. You can also input directly the serial number of the device
in this field.

« Diagnosis subsection. It may be useful to activate WES trace logging,
especially to diagnose an anomaly. Use this subsection to specify settings
relating to WES trace log files:

« Enable logs: Tick the box if you would like to generate trace log files on
communications between Watchdoc and the WES and to keep them on the
server.

* Log level:From the list, select the type of requests you wish to trace:

» Network trace: Communications between server and WES.
« All requests: Used to keep a trace of all of the requests (to APIs, to
RPCs).
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 Requests to APIs and RPCs: Used to retain traces of requests to
the APl and the RPC requests sent,
« API Requests: Used to retain traces of the requests sent to the
APIs,
* None: Not used.
 File locations: Use this field to enter the path to the folder where you wish
to save the trace files. If no path is specified, then by default, Watchdoc
saves the trace files to C:\Program Files\Doxense\Watchdoc\logs.

Although all options are possible, we recommend strongly to opt for the
activation of All Requests so that as much information as possible can
be View of the diagnosis. For the sake of performance, the traces must
not Be activated only for analytical and diagnostic purposes.

+ Wes Settings subsection: Use this section to configure the connection settings
between the WES and Watchdoc in cases where the connection is a secure one,
so that you can override the device username, password and the type of
connection that is configured in the instance just for one queue:

» Use the default credentials: Tick this box to use the identifiers already
preset
when the WES was configured.

« Device Username: Use this field to enter the device administrator's
account,

» Device Password: Use this field to enter the password assigned to the
device administrator.

« Spool transformation: The Spool transformation function lets Watchdoc
impose or propose to users changes to the initial print criteria to better match the
print policy implemented:

« Activate monochrome conversion: Tick the box to propose that a print
job requested in colour be changed into a one colour document;

« Activate a change in the number of copies: Tick the box to propose
that the number of copies of a print job can be changed;

« Activate conversion to two-side printing: Tick this box to propose that a
print job requested for one-side printing be printed on two-sides;

« Activate conversion to one-side printing: Tick the box to propose that a
print job requested for two-side printing be changed to one-side printing.

Activate the Spool transformation function activates Client Side Ren-
dering mode in the Device section.

« Dump spool sub-section: Watchdoc enables spool dumping, especially to
analyse the printing activity;
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« Enable spool dumping: tick the box if you want that the spools may be
save and set the tracing conditions;

« Trace level: in the list, select the traces that you want to save (none,
errors, edited spools and all);

« Enable for: in the list, select how long you want to enable spool tracing (an
hour, a day, a week or a month).

Validate the configuration

1. Click on @ to validate the WES configuration on the print queue.
2. After having configured the WES onto the queue, you must install it.

@ After modifying a WES profile already installed on a print queue, itis
necessary to restart the queue so that it takes account of the profile
modifications. To restart a queue, click on the "pause" and then "start"
buttons in the queue list.
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Install the Xerox WES onto the queue

Access the interface

1. From the Main Menu of the Watchdoc administration interface, in the
Production section, click Print Queues, Queue Groups & Pools:

WATCHD>C DOXENSE
MASTER-PRINT > Main u @ @
MASTER-PRINT.d¢ ! .10.30.88) /6.0.0.4715 | () Master (WATCHDOCDOM) [ ) | )

locations, queue groups & pools rinting history

history of all the printing queues

fthe
@ Reports

Prints madie during o certain period

k/‘ Failures & Alerts
8}} * List of failures on queues and documents

a

o
i Filters D Wel
%1 List of available filters Lﬂjg ser int

Egg This forms allows you to configure a data source

{ Advanced configuration
Configuration and setings of the Wotchdoc server

— You will access the print queues interface.
2. Inthis list, activate the Controlled filter:

WATCHDO>C

Printing queues
List of the printing quevres controlled by Watchdoc

555, Printing queues 3 2

53, Queue groups )

Search Name, Model, Description, | O, Emplacements > Al v Group > Allgroups ¥  Filter by Al queues (3) v ™NGroupby [ Groups v Displayby @ overview ¥ 331

Name

Type 1f Addr. 1h status Supplies Jobs WES Session
B Network Queues (2)
7 IMPRIMANTE mH® » e=Ra8 2 Indétermic 16.10.27.078 [ [ 3]
S PRTLEXSLY e WeHR 2 Indétermir 3 Pysica waezme ) ®
[} universal Queues (1) .. Viral (o)
3¢ Secure Printing @e Tamn P Racine 0\ Universal ()
A Personal (0)
£ Active (0)
31 Failed (0)
A4 Supplies (1)
¢ VIP ()

3. Click on the queue on which you want to install the WES.
— You access the Queue management interface.

Configure the Validation mode

4. Inthe queue management interface, click on Edit properties button

In the General information section> Mode subsection, select the Validation
mode;

Save the queue configuration.

1

o
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Go back to the queue management interface, then click on Properties tab:

DOXENSE
e B, @00

© s €5 Htory

@ raies

e ythe
Vendor @ Automatic vendor detection
Spool transt, )
Configurationdat 3 Download

This section contains several buttons:

« WES Device: Displays a summary page for all WES devices configured on this

server;
administration web site;
device. It can take up to 30 seconds;

the device;

first check that the device is compatible, then

Access the device’s web interface: Is a shortcut to the device internal
Install...: Enables Watchdoc ® to install the embedded interface (WES) on the

Uninstall : Enables Watchdoc® to uninstall the embedded interface (WES) on

In the , section, click on the button Install to install the application. Watchdoc will

it will set LDAP directories, create

roles, add the Watchdoc web site and change the device security settings. Each
step is symbolized by an item (pre-checks, device-login, push-pull-print,push-
login-app, security-config) and a green spot. For a successful installation, all

spots must be green in the Installation report:

Xerox EIP

= WES Devices.. || X Access the device's web interface...

Profile [H5 Xerox [xerox
WES Licence @ Avalid licence is attached to this device.
Installation report (@) This action happensd on 19/07 10:55

2 Install.. || § Uninstall.. Ti Edit the settings...

@ device detection : will use CQB9XX deployment method for device Xerox ColorQube 89005

@ SSLcheck: SSLis enabled on the device.
@ ]bz:enabled
@ eip: updated with Webkit as browser
@ AuthenticationSystem(XSA)
@ XsaAuthentication : Activated with OID 1.3.6.1.4.1.253.8.74.6.2.1.9.6.101.136.1

@ XSAserver: Device will use this address printcname.doxense.local:5753/dsp/Xerox/EIP/EipAuthController/PRINT.CQUBE to communicate with

server,
@ LogonScreenPrompts
@ locallogen
@ accountingcodes
@ security
@ securitypanel
@ feataccessctr
@ jobstatusaccessctrl
@ machinestatusaccessctrl
@ ServicesConfig
@ Copy: Already configured
@ ID Card Copy : Already configured
(@ Email: Already configured
@ MetworkScanning : Already configured
@ Watchdoc : Already configured
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